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T&e pr*»t appoata elaiim PateM 

Eights Ma^etmsat of Digits Medi# and U.S. Patent %piifiation 
WmM^ §i«dB^m^% 2003, attlfed ^issifo^ists md Rights 

m TMs description relates ta digital rights ma»ai^meas ? asuS more patti^arfy % 

fealitalkis m^ste! Mc^isiag s»<i disMSull^ o f digital media. 

55 For fts Srs* vHn»mMsiorw e^sumers haw bmu gtvM tools fed owe eoabled them 
;&sz$ eostto! of this eistoboi&m of eotteti 
a&sped &«teo!f>gy has resulted in disruptive ehange to tfee states 

quo. tie myriad of: legal and illegal solution tes pro^eo -'to-be p>or attempts to 
aa$W er arid solve tmi«6at© ehalleng^ of eontsut disartfouiou m & digital wprhi 

as Almoogh 

signlSeaat extern with fee musia » as fee v&ksto. pieture 

in&miw, Sbm tie same eMllmps. 

Mo «oteti»B to dais has satisfied both fee <s««^(?w and fee 
eoosomso W$ only digital distribution soiadon ftetf&m hmm widdy adoptM m 
fe&nu! k 4e various pr- to-pe« networks. Hs^vor ; iMs solufem allows irilliioMS @f 
ooBSumors to dowTiload ra»slc aad ote forms of eopy«ghted c<ustetu without paying 
im m m^mim download. €cm^t ttfflttfttte left wife rto ability to collect lees 
owed litis sttuatkaa has ososed devastating rfvemra losses, 
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mmy oosstBs*^ as Ifeo music e^mppilM fewe afe|a>% wk%ed- tti&t 

distal dfetriWtioii is fctii^. It is tfe.most: sfl&fe^i *ad ec^omkal nmm. of 

%®3$m* Til dm,M0mmm kmmy Mb still mot Eiliy ^l^^:%i&:i>0^i^a| of 
t&& ^t^Mtl.oii.¥^fei^ Mgiial diMtibutlop is also !>^mix*g.^^ 
md>istnM "^5^; ?^^ ^ m&&y types of eoMeiit Fmfelams similar i&-t£&&$ fioe<f 
fey the musie fedBsfe^ fea^e arises^ or axe Slely Is a*ise s m the co^ie^ t of atlK$£ 
of ooMenfc 

Clmx^i digital dl^feulioB modefe Jb . mism : mdi^ti^ i>r mam0e y ^oiiSt^ 
fife 0OBSimi0r mto arilfei^ pir^ cmly liffiii^d so&g ^feQtiom, 

« terms of c#i^a^ M'cppt^ fess models go^emay 

Ifeii M# 'th^ : c<^^^ issm ite s^mt^t tii^ pay for. and rnxm of mM^mky 
Mi to $$m®l ^ 

^miQ0t^6^fM -&M- listing t^sm^ m4 Mkm 

§mtmt &m imd^mU md that p0G$feo& <^^ j^^mxm^M^ f6t:Mm^m^:^i^Ui 
dghts witem mafetklly -'h^H^.^ aMiity pf « to tighiJMly iigita| 
medk oth^r ooo&s&i M ^ditioB, processes :;p3miite : '^-,m^^iOT--tD 

§ k? m Kfiser mms$< tlw data, iW molud^ a digital wt^j» ^teess to iM 

to mi ^fcori^iOB to : ^#|#^. tfe : : d^ Me tisiBg^a -s$b*$d M a B^n^oiatEk stomp 
• s «a- of & user dbvloe- The digital wmpper la 4ss#M if pi m^p^0^ti : p moms 
the data;^ the seared 

M*iilsM&^^ ow*>? imd^i of the iMloxyiiig fetet^ Ths fife 

be a me€la Sie. Tfc# : $^rcti:-ibf liifeMia^OB: r^lafeg.to autfeori^ttoti 10 across 
teislE Ifeflfl^ Esp<le¥H5o> Iieeii^ 
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mommf to disable the wrapper. Hie searefe fer istoaate i^tatmg to art 
ardborleaden to access fee sSla file ears fee eo^dtieied ife a lioesase database associated 
wife a remcsfe server m zmpmmixs &.^^03^m^.^MtMlmal database ors. fee saer 
device does not lae&fe »saj^i0» ^ktiag to m aafeomadon to access the data Mei. 

idendfloatlom data can be adapted to allow the central server to validate fee user 

device/ •mi^mmm m^m mm&mm mm^m^ wmmwm 

defeee aodfer a.w.^K^^.^^dey^e. An «j^M^ : pc^# 
data fife ess be ousted ferprtaso f and a& a^eeptaaee of iss ofe to pm-ebase can fee 
received, fixe diptai wrapper cart fee disabled Mxespoase to m acceptance of fee 
afe Ite acceptance of fee offer asm fee mxit to M eesairal m*w> Aw&mg® fi<Wfc 
tmm server can be reeeived in. response to fee acceptance of fee o§b:a and data 
cc^fekt^rt identification 
data for fee aser device can fee seat to fee coBfeM server to allow fee oeMral msvu tQ 
mmm m « device. The id^fefeadan data em foam a digital key aviated 
wife fee . w device and/or a mm asaeeiMed wife M met device, 
relating to an aidhnriaadort to access fee data SI® cti bs sfere€ ea tbe aser dc^rao. 
mmm to fee faille caa be denied if ad aufemtios to access fee data fifeis net 
toeed d™g fee search a«d M m A to pup|«« 3«te*® fe recess fee data 
lie is apt accepted, ^■^^■m^v^^rx^m^^ mi aarhorkadon to assess 
die data die eaa feeloda itsfeg executable iBStraetioaa steed in the digital wrapper to 
determise whefeer fee aser device inefedea sotware for dpafelisg fee digital wrapper. 

in another general aspect, a data file that does not allude a digital wrapper is 
detected o» a naer device. The data tile is iderfefiod asfeg a itie rexiogdihori 
alietilte. Asea^b Is cand^tM for fefetmato^ access 
fee data Ma asmg data stored m a spn-vo&tsto mmm wm df fee aser device . 
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tm^Mm dg0Mmi cm mOmrn a ilgiia! i^^dafeg dsfeotbB toohniq^ The 
5 datii file eapbfe a aMii Sk\ 1 se^^ mafe^ to : m mMmizAR m 

immm tkm data fife emi be c<>Musted in Alkmm&^Ub^m m €mmm%m\m. Tim 

iBtoiatl^B/.mik^g- to &b B^0im^;iaB to mm&^^^M^pmh». cmiimim In a 
i3e can fee : &r fwhsm Ifaaa^^ 

a£W& fie #ta ;f oan be allowed IteiaOTatioo tel&feg to &u a^Siori^tif£m to 
access tfee tote fite ean fee M mm^ m the « «ce ifi^ome to 

^ftk -ofe fe.^^lh^,.: A digital wrapper associated with feidmliSM 
ff '.m cm be ^p|>Mad to d&t& file, 

M-.mi$bm g^eta! a^eet proofs ^ aOooated iti oooaec^on with the 
qiMnfe^^ daia file on & Saviee and recelvmg a 

m$®& to pvise&m^ a right te/aeesss the data M§+ dtaia file fefafe a digital 
mapper melBdlTig f^;fe niore #sMtotors af i1» data file, 

wr#|«; atol orbits are allocated to the one to diMdb^tors h&sed ob tie 
to^metod itiibrtoaticjiia, 

ikplemeBiatibm m&tvi&% mm oxmom of fte IMIowiiig Ifeatm^s. 1%^ digital 
wtBpp^r can fertfeet «dude Mdti^ffe r&lafeig to an a^i^Sd a!toeati cm ^ftopiies 
25 associated wits ;pmhm®. of xigtas to aep^s the data fife. The f^tr^^d iB&rBi^lioB 
mtque Ste Itetlfi^ to! te^sft&itor mi>miatioB m#or iteroplty 
allocate «te&g miqm fxhMmMm. The retn^vM 

M&nBatioH centra! datalrn^ Ipbaf^d rf^to!^ fi» "ik& mm 

dMee< xagu^st to purcbaM aas i>o sent to a e^ita!. sewx $ and £he ^Il0oaio^ of 
30 erects aaa be stored a database associated -:Mtfe ^:^tm! f®&m> 
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To par&^ e^necto wife * ..ilisM^ 

axguii i t j.gaAi^.- & 01 ^ u&vi^ oiiMwi & daia 11*0. i& t^^ivou t& ±m$ <!&*.-& 

fife metades a digital r&l a$mg fe> (me or mors 

iife&iimto^ o^f &e dafe ilte. Tte digital wrapper is modified to iBfermatioa 

&m\ bt- to prevent access t*>fe data file without a ^aJM a^ogtsatftteL Tte 

gsm file «gi&fi wt^m cm h$ to & dev$c$ «i*d with a 

&0«m«v tsqnml to f uroh^se assess to tlie data Ste tssxt .1b^:ssas«^?«5d ,-fipp«s.- 

«» mm^at imm cmummm in 

M taotlwg^eml aspect, iigii&l rights tmrn^mmi'm fntMUi^dm%mm 
is deoiee fey 4 \^' : Mm6 f iseiaiiag unique 

ideMillestkm data fer fee mm d^nm f tmm fazmm. timm, md gm&rmm& digital 
My mm &e Tbfe digital key is mtM m&mm$p®&* 

negated key is $m$:tp the user 4$mm iw ste-pge on the mer #vm TM mmypm. 
key addlolh^Mioa reiatmg to i&e met dbvteeis gsbseq»em% *seeive& m& fee mm: 
m device is validated «skg m^hm m^mk^ the revived mlbrmation, and/or 

liBpi emMtatioBS Idelude ope or sxore of tlie IbllowiBg feat^rea. MeMifkatkffi 
ijslbnB^loB f elatiug to a user of usw de^^ 

m. mimimSm k eolleeted pi aoeerdaaoe with exem^fe etsde stored at* the aser de#de. 
The digital key is gsser^d by «sd stored ou a eeirto! sen^s; The w3idsd<m of tde 
u$®r ddeiee involves doeryptfeg tie eucrypted fey and eempanag eMr^sed feey 
to the stored key of feo Wto&tofam cm lfeMw|i«ffig 

a digital kay uslsg the teeoived irifensahtm relatbg to f hm mm &mm® m^ mmpmmg 

30 tedi#a!keytx>fesstor^ 
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:idmtl&^feB &m.k m&mmaMm mxmmMit* step amm of fSheoser. d^te, 

s tep^Mpat sy^^M^fx^^ * digM wr^sr Is i^psd to tfea data i|M 
aliowmg fte Mttoi>tedirtosfer>: digital wrapp^r is adapted &$«ewsftt 

Implmimm^om imiuM &m or mom m '&w i^il^mmglmimm* Tim &&$&Ml&- 
mn U MmMmk m the digital fmm^^'^m^ tte identity d« 

ie data; fife, the digital wr^r 

ma^hiT^g \m Mm^miim of ttfce clam lite lis & daMfe&se cm fes ixssr tfevice, 
Ifesd^ using & fifer^^ T&e 

digital 'wti^er IncM^ mitoatte Mrflying the d&fe* Sle intomta rd&ting 

ts "i ^ote %b&bM mpseK a digital lie M MestiSM oniM w iefe s^d 

fee dipM Sis & sdbj e^t to a Ikeme lB. : aee^rdisri^ with Ik^s^ o& 
■Ifafe fet -liser fe^. A recast to copy fte digital ifeimm t^,^ttia&r4^yice fe a 
sa#M&I : j*s«r ;4«?vcfeSe""isE: ■wac^Hr*«l & md Mbtmatloti associated wife g&oc&d3S^ 

as The digital tile k eopkd itsm :-te ; fe$t m&r £§mm to tfee w device* a$d .data 

id^dfly xng \ fhg mpiM digital £1 & aM fta s«ii user device is stored ob tlie fet :U&£ 
device. 

data: oil Ife fest ^$er device em&e $>^feioife^d wif& a omtral da&fese* A 
25 detenmnatlcm can be mads? that the requested copying of ?hs digital fi te h mOhxymM 

wrapper lor fee digital fitev thp liemm mShmtMkm Ibr c&g&Uil fife cam be stem! 
on the saCvQBd user device* 

fe rn ffiotte general aspa&t a wi^ ip^ 
m mlm^ mmmng iMmm&m Mating ^ ^g^n$^m&nm0ttm^ mmmmMmm 
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&0 i^dla Ik am -MmiM^- A digital wrapper is. ;&p$Mad. to &e ixmtk The 
digital wrapper mcJ^d^s M^ileatioxi ilia, lor fc iedit HJ:e a&d dMa rdaiMg to .t&s©. 
ral^ and Is adapted to |re\*0i>t j^^uftop^ed as^rlo 

Inrp one or hs0x^ ^fe^llowlBg The dlgtol 

5 wrapper can fee adapted to be 4i$afefM fpr m&. ®f t&e file by n xtsm. ib&i hm a 
Heeme to aaoess the modsa lie, The digital wrapper &r&ar kMuaes fefbrmatioB 
V&0&m ^ or mop aisMbpto^ of -«m..me^ fife 

la a^tfeier g&n#al a m®&m iiio is exte^M wi& !k^$x^g iiifMitsatioxij. 

^ fe media fife is fedeed using a digital wrapper to prevent mm^mm momB, 
Tim w^ppM media tie ii loaded onio u xmm 4mim, '^sam^km-w- installed tte 
user dwioe to dkw im|0^kifeg bfra^iiat files. T&e inatrwlions pr<mdfe : ibr ii^itlfykg 
the mMia file rod se^diBg a massage, & aeeor&Bce with iiemsiBg iBionBaito 
e^d^ k tte^feila, to & remote $er%^; to. ofemin a S« to« 11^ mefe 
A Ito to a^ess tfee m^ file is obtamM. fe>m &e »ote wax; and mmm to tfe 
15 media Ilk ob & t*s$r de^k^ ls allowed using #e liogf ise. 

I^lm^icms melads^^ The Here to 

Its mother genarctl aspOQt* a oeo&alfeel daMtess k adapted to ^toi^ id^iilers 
aa for digital fflM and to stare nser Itesca to ^e tte diptal Ife A»i»s«r 

e^^e ieotad^ a oser idenMier for a met and Mm^tliic^io^ brmatioi^ a 

fife. Tlie ^tralteeo sen%r fel&er operable to proems wvmstt iTfematio^ 
fwaltewst to use the dlg&a! to $S<m Mbmzmmmmmmgm M: % m 
35 tlie diptal fiU with fee uss^ md to send lieemkg feltoMte for fee digiM! fite I© 
the OT# #!oe, Tlmfcensini jt^oM^dn Is adapst So eoahle fe& ^o£e device 
b allow xsse the digital Me hf'tis&xmti 

^Immmm&mcm&^m or more .gf the Jollowfeg features. The 
e^tralised server can he further ©|>erabls m mmm mm m wsmM^ml^mMm %m 
m tmrnm device and te decrv^t the one or i3iore#giMtep to m#m, m MmM^Mm 

i 



least 888 of device ^ the »». He ceamillEei server ems be Maer 

operafek to s^m ^^ lei use to validating 

toe res^oto de-vice, The remote ^viescaa fee a server asla^ted to ssppott streaming of 

mpm mm m *m mmmm w m*m m^ tmm m ®m m 

$ liccafegiBtommtics, The maole device can be Mwm device mmxMsd. witfe toe 
Tfee eatoralfeed server eat* fee toitoerad^ted to m 
user devioe, generate a togltaf key associated wiii ^mmm&<}X^m®T 4<mm»md 
mm& the ^t^ v ^m ^-imt dmk^ f < lie digltol fecv csm fee adapted to enable 
acc^sa to the lieems totorpatiea, a license database ce^»tog the liee&se 

t* %mmmMmx f and/or toe digital Sic. The Ifcexistog totorm&fkm eae fee data adapted fm 

umm. mmm mm mm? ■mfo&* m mm Mh, 

Tfee described tooiKiIqaes e^i foe kapletoetoed as a method, to a sy^£esx^ s orfft 
an amide ipefealtog a mMm^m^^Mm mmm^m^ i>r eausfeto, eae 
er iHore processors to perform opejadens. 

is The deta#ro£o^ set ibrto to &e aeecji3pas.yjrsi 

fevtoge and toe des<Mptlos feetosv, Omm toatexea will fee apparent fcam toe 
description aad drawings, atoi ta* toe slatms, 

BESCEira^ OF »Ei^WIN<5S 

Fia 1 is a Sew disgmto of a process tor managing iigital sglto to aSle toto 
m is loaded oato a mm devise* m a ecmsptstoa 

TO 2 is a fetoelc diagram of a repre^eMative s^tejp tor managtog togW 

ngbts, 

BO 3 k alow i&grpitofsisp^ software 
f Idtoien Software") thai controls access to pmtoeted fifes, 

2§ FICi 4 is a Hew diagram of a process tor wrapping eotoent that amves ivitoeut 

a User device that toctodes toe Sciatica Scftware. 

FKI § is a signaling and Sew diagram. 0|#|»«»e^;lbr..^«r^^ ^ ai»^ 
cuslcmer ideatifesr tor a aser and/or a key that is speeif s to toe r^er device. 



FJ0 ^ m0mlm$ md ilaw. di agtam of a .prod^ . for adce^i^g ^ life 

Fill 1 tea sigpaliiig irM flow of a process fa acpsssi&g amedk Mk 

i 110 g Is a §ipial:mg ami Sow diagnpi af^pipc^ for eoppBg.. or »w| a 

: m&&& from a user -'d&m$ to a ^ocmdaty devise* 

ElO, 9 nhmm a - few diagt^, qf aa ilfa^feat^- psp^ss fe pisdbnBHsg a pass* 

H6 1§ k diagmm. of • a : f roc^a for ; wappisif a media f ile> 
.:? 0 Hke tefetmea gymbok m. t&e various drawinp mdi^ 

TBe systems aM tectolqa^ described fer& relate to a aorr^^ 

toek^quai: ix^rosajt m : mm4^ vimMy My typeoi 

is fmpimMff digital film mdu^gmmmmd oilier rec^rdmgs, mo^ios and othortidoo,. 
feoo& Md $£b&r wott^ works, and oi&ar $mk W^W^^-i^^M^P the 
&aiioial> iopC msdk&h gaming> ami soltware rodus&ies. Mtlxnigfe ilm following 

i&tssiiCS rpOOU .U>OUsJ«SS l-iilBiaiuJ. 1 OU tae Ussis «i 1110 t@CM&i<£U&$ ill £OU*it^<SH>tV Vit.u &iit$i,e 

•files, t&e teehmqwss ase equally appSeable to oihsr fy$m- of digital fife, Slx»a#%, 

m&y Mimh® m&di& eoaseetkm mth aiuhrmedia Mm'm&&1kt% t$ge& of data fifc. 
The sj^t^m m& m$mk$nm mmrne rbat coKtenl owaest are com|>«»satoa for 1M 
M^^mxm mdmeMtMk works sad ofe m«r%ie levels of^gr^atios. lift the 
mmm. generated by the sale ami/or iie^siag of digital media. 

.25 llse tsoh^ 

K #iif^'|Wi.i#|^^ as welt wilb. ni^thM arrives ^awrapped" (he., 

osprmected).. Meats rigMs owsssrs have the ability to wif a ilo with fcts^ahoa 

mm owmsship and payment This mtaiahsm is gives a aaiqae Bfe ID sad is 

stored m a eetrtsa! database. The m IS is sWed aad 1xaasmi« with tte wmpm* 

30 Soe«s «r other tens of diaital me#*^^ttewi^fw.s^y^ be Idenllfisd, 

i 
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Mi! p$vm^tfeqmrem^ em fcer Miie^ed |^g^ 1?y BiaM&g fee iteiifibd fife wttfe 
ite ^MqiH^ilfe IP sio»d &t tfea t^rgral clatatee). Motoring $e!M&f e pdYid^d m 
^c^^^wl^riw^ wltt> tlx* d^&crilx-d soliTtio?^ : ff*tfe0 Solution Softwnt^^} Bisiy Ik* 
s automatbally or tnaa^aly i»stslted on any (sos^tt^er or mt&r d«^!oe oa wfeleh a user 
attempts to acfc^a mwppeti. ife- QiKje iastalfed,, all M^i^l^*i4 : p«tW: : ^»^, 
•t&g file mptav^btpM 0/0) S3?stem of tte eornpaier ean bs ideaMed either fey iadng the 

A sser ID may fee created for eseo mss* The I© nsay be stored akssg wi& 
i a tksdee speelfle latoaation: i» a seoato mm on the computer* sueh, as fee BIDS of fee 
eoni|adea Tfto user ID amy be stored M an encrypted or t^euerypted £«sm*at> Ibis 
m^rmatfe^ ^MeMtiiy Mew to aloea! 

database of iieeases mi'^^fm^s^-hM}^- ; &mm^ to qgt 

local &» d&t^ase, the Sohftion Software stored on the eompnter ean mmmm 
m whether the asset Is snfeotiKefi to ase a isarietdar He and. If so, imwrap the $$k Even 
If fee file h:mi wrapped, access or use of the fitai&qrb* aSowod or prevented in 
aoeofdataje with busfe^^^ fee local database or at a astral database 

level For example, business mles may prevent certain typos of files M Mmg used 
mm I license if tad m the focal database wMfe allowing the osa of ofc types of 
ao files wita iU need for a |fee«Se, Bw users ofieo bave omltiple «oe% 
lolornmdoo. alkmt fee use* H^o^mT ^ ^^iy i^e^ to ensure the user teas 
access to ail licensed Mgdia osa more tea oue of the deviess he&he owo& 

A user may be defiaed as m hAidnai or a set of related i»dMiuals, such as a 
MhB% meiofeers of alM?asehrdd; p Etsons who w«istei p^'fei^,^ a. 
25 feusiness ennty & addition, ^^.tate^K0n% described as being suss-ed in a 
database, fee fetondfon may fee stored io multiple uatebasea 

Filesmay be tearded to other users and otherwise eMhaageci: among users, 
if efilereqwftesa license and feenew esers doi^ purchase fee Media ile s 
the mm oot do not gain access to the file. To sneoarage dlstdbudon of ihe Se, 
*o users are pvm ao Inceotive to ^gm &®ng< (eieetronleaily sead) niedla files or links 
to media files to others %ey fee! would be intesestei ni^a filos <t«^ to 
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are gl«B mcaptiw to t^e&afee tile m^dia file to fee abfe to access the fik) a&d 
also te fmili^r pass akmg -Urn mmm lie §0 : :tfeat tfewtoo ^aa parfeipat^ m r^mm 
■^h£ wt&fe^ of kwfels of disMfeiitiqii in wbicli pa^icsp^oB Ib ^cti^ is p^noitled 
cas Bo unlimited- %sea% hsmmm, the «w» of fevels ®f #str*bisti mm whieb 
.pM^#0ate i«^«si««is p^drttoed^Jl' WiWW tkmrnaabm^^lmffif of 
pmfmmi for a paxb«nfe media Me my ^ optionally e^&bfisbed fey tie omimA 
®mm mdi<K by a m^>mqpmt: dktrihator of the me$&. $U. TM mmmmm ptMber pf 
ksvehmpny^^ w# tpffttos for snob payments may be asiaMshed mAe etwtfen 
of &e xMqi^ file ID fette ms4k file alomg with the tm fm pmmmL If&e new 
assrdoe* t>ot Scease the media life, he/sbe »ot gam sceess to fee Sfe allfemgh 
he/she may be able to pass m$m fife *b &rpurehMte, 

A f|!e may contain rides fbr pwohase or ttaiisfer that reqmre tabued files to be 
imreh^d w Fcsr ©sample, s^g : mty«^iike-fe8tit eidy he 

sold as part M& mWs&am of songs s«eb as a» aibsm, Awter ^^|sie wouMI seqpre 
dmt yfe,# s 0r other related material accompany si-msme ar distributed TV show. 

To m$pm the ability to pmpsrly allocate reuses m msmAmm m& a 
HmMm mmmmm^m^ ^ bolntiou Software on a «ser% OTpater may 
p#et mm^msm wfe^efoy resellers a«d distributors w#iAiaai&ai(i to 
&9&&^-maw ^:.wMd»-j^i^y*^^l y ^^ of filers aid 
distributee so thai feey can be compensated f^.ssiles.-^^ ^^ we«;iayoI?«4 mine 
d&trlhation chaaaeL Back mas a sales tf^acilOT oe«a^ &r af^^^m^i^fiH. 
idemifteafion bxfennalioa fat users in the distnbutiett chaane! may be exiraeted ftom 

deterniina who is endtled to share it* the rweaam All 
tra«sa«bons msy be ceBtmlly imM^:^ fm^ :: ^ A antral traeidsg 

database ca3i be usai to baeb payaieMs toasite, dfeh-ibnters (which rsay fechjde 
wmy?bzpm.>&m s wapped file), and users s*fee pass abmg a Ilk that arri^s 
witho^a wrapper Ibis latter station cats oeoar, far mmspM* wben a user shares a 
soBg fte origmabsd bom a standard audio CD or DVB> lias refentng user's II) can 
be entered at fee feae of fm&m W tbat tbe rete» m a»d 
dktribalor® eso be oo«#^s^ 

n 



tlmm&s fm. raay fee mmgmz&& across mdhlple ^eytees ogf & m£t> Tim 
methods m4 iddfeiYKfPes desefifeed h&$m pm^4^p^s4im^r^mm^&^ stessg, 
teovisg hoeHseS: across multiple desdoess of a asso 

Fid 1 is aifew diagram of a process il^iformssi^iig \&0&&g&s to a file 
$ tlmr is loaded oato a user dsvios, socfe U # computer aser <M^mm&MM& 

m^sm^^ mmMims witi tfee&O posts fer the dewee to raosfef all fie I/O, aiaefe Efce 
a fiscal!, #feicfe scans ail inbound a»d ^wtfoofefd trsaic lb? the eotnpfiter aid mM 
all lies feelog moved ^ Files wy le loaded rmto the device 

usdsg any type of FD port, mdodmg a fioppy drive, ao Effiemel or LAB connection, a 

m dial-up mmmm* cd~rom: or i>vd &m s^m pm mmmm data port, a 

Bluetooth or other wireless eoaaeetiott, or my other mec&mgsm m^ht ptoim^l for 
trassldmrig data to ami torn £ he user device^ 

WI«so the file is loaded onto the »«sr device, the file is detected (step 105). 
The detected file is farther exiadimed nshig file IdeMfieahon sptlware fc ao MiciBpt to 

is idealify the fife (step 1K>). For ^mnpkf-, ^ &e Mml^m<mm^m^mBY 
detertnhie if the received file represesxts a ksjowrj song or saovie (a.g. ; in MP1, 
Wmotews nsedia, or seme ether feoaat). lias fife iderMfieatlonptay he pern>mted fey 
sotwaro hxjpleeiemieg the tee!miq^s<lescrihed ml^feeits, et at, U.S/PateM 
Applieate F#l«ohm 2003002S796, filed July 31, 2m% M^m% tl& Patent 

20 AppIteteionFuhhcatiouNo, 20030046283, iited October 29, m¥i*m «* 
ai s pS. BMt Applieaioa Fafelieshoa^o. 2ta»341, : fm My 22, 2002, all of 
which are assigaed id Graeeaoie, fite. add all of wlhefe are f^^oi^^fe«*^ by 
reticence. This technology exfcaels a digital fingeipriat fioai a digital file asd 
compares me e&t^cf ed fingerprint to a database of feowa <wmk&< More specifically 

2S f bis te^hriology can us© a|s^tifitb>s to detect: a media file type asd a Ilfellhodd that the 
media ile is of mteresi : (&§ s repme^s a potentially protected woffc). Oenerally 
these algo^ilima examhte internal aiififeates of the file, irattead of simply ideMifyisg 
the file: type based <m the file exterisiem Media Hies ^f:#e 4^s^fe^3D^i ; $B fee of 
Mteresi may fee allowed to pass wiifeoid fhrtte aaaipiiig d>e file 

30 If fee media file is found to be likely to be of interest: additional algorifiims 

are ^isad to identify th§ specific media file (e.g~, the spscillc mm$» mmn&s pfeoto. 

12 



%mUm warfe etc). Fingerprmmig data thai allows speelic nasdfe £fe to be 
idfeaified may be storesl at a central server md ^msm^-^mm m Mmmi ccsajecfiom 
Some files may be of a relevant tile ty|>e feot may notfes reeopmssb (e.g,„ If me media 
ilfe mpmrntf® a recording gmesaited by its mm or if aoeess to a ®m%$ database of 

s 0gm. fmg^tptMs kn&l available;), A&®em to sash a fife may be allowed wifisont 
restoedoo, bat the file may be flagged as anreeoguimi <e# s by storing aniadleabon 
ob tbe user device tfeat fee nme^ogm^ file has b-ee& assessed), which allows faster 
■processing In the Mim md allows fee Bokm&S^kwm to pmmlMy leenni y fee 
media file at the tkm -of a lafsr use ififee media fife |$:^^fpl>tcatg|p^i^ 

is othsfwlse ideahfied (e,g., whea an fatomet eora^tfen to central cllgttal fm05rprit3t 
dafeoaso bOTos available). If me Ok Is sabse^M^ itoiSed or catalogued and fe 

%M®z4 Mieatfes feat fee mxreengnmed fife was aeoessedtnay 
bo nsed to Tospim pmehaso of a Ifeease to continue mfeg medio or to otherwise 
m&mt Ikmm fees for ase of the file. la mm ia^feme«tatloBa, #fa far a limits 

on the eowuter ^r qulek ae^esc The locally stored fmgarprbaiag data may bo 
periodically apdated torn tbo oeatrd servor (e.g. s as fee p»$mfefity of soag files 

&&i«i^fei»if« desenbob abovo allow for accurate 
tb Idenifleadoo of mo fife ^m if^Me&ae l^s attM#M to disguise tse file (e.g. s by 
changing exiebsions, or other atbdbatos) and repardfess of wbetetho 

file is received in eoniotessed or mteomm'ossed Mm pig 0s^m:4:'i^^^' 
for reading: eoaipmssed mfbrnmbou). Saab toermi^ues oiler a very low error tato of 
loss than 2M:{l^ ^ml%::fe^,^i^^ ; «3W- fess feaa 1% take poshl^es). 
:2S- Dfeet file idetdifieabon toehmqj.ies may also be used, such sp watermarking 

•»#Bn^fm*%g-^c^a|jp#, m areteownin tbe field of digital rigfes aianagomeist 
In somo eases, k-tA&f-tiMMtmmssry^i i4«$£fy fife uafeg oomatex file 
y^fi^os t^lajlQiigs, Mteafe tbe fife tnay be idaMiflod based on a fife name or 
oalag file ID atMomtos* ^H^iim^ ^ ^cmlaiaed in or with the fife and may be 
so doslgnod to be ta^npaweaistaat For es.33nj?I% if the media file in wrapped, tbe file 
ibeatiieafion software may operate to deieet fee w^per and read ilfe ID iale^alfes 



embedded fe to© wrapper Thus* Mm cm foe iteij|M-S^^ ; MgS^t 
of fee: fife (e.gv S a Jmgerorfutor m&mimk) or osmg explicit tile chtmet^rfisiqs (%||>> a 
file IdtniSer stored m 8 feeader). 

Ones fee ifo has UmiM&&< f a dMstmiiiallMt is made as to wfeef^ fee 
5 His has bsea licensed for use 0.0 toe use? device aafebrfoy toe particular user (step 
1 15), TMs 4«t^«^^aaia5#« yerfcasa^ foyt^femiig m mmm more &mm- 
databases, ^mh may be stored locally <e.g. s on fee user device) m&m retoslely (&g- ? 
at a ©©toral server). To mm® feat fee Moeme fo;ta 

valid, one Qr.w^.s^^ke^may^ used to access fee irifermatlo^ xsstmk fee 
m Uomm database, ami/or to mWm #mtepr device, ami/for to* license m m 

mmMMm, If fee fie is ®mm fee user may fee aOownd to mm m fife (step 
!2i)) s wldofe may irrroe, tor aaatupfo t&wmpptog fee l!l© 5 playing a song or tne«e 
cotrtafoed: in titoffie, storing or ofeerwia© iismg fee Hie on th© nser device, or 
is streaming to© rife to fee oser devise over a witefess or wired ootineclton. T%e license 
M| $p®s£fy: what type o f access or um of toe Ms is peHratted. 

If the lie is not licensed, a license may foe ofeed to toe user tor pntcJiss© 
(step 125), For example* fee user may be directed to a website where & purchase can 
foe made, or a pep-op winfew may appear on a display screen tor fee nser device 

W astoug whether m nser wishes to pufeimse a license to fee flic or otherwise accept 
©ertalu lfoeose terms andfor fee user may foe directed to $ wefosfe where a purchase 
cau he eonmiefed. A)tes^^S:%e.fi^ : .^y:featv0 ks^Mlte*.^^ Jtor.^- 
pnmfoaafeg of a esrlafe rj^tofeer of credits thai xnay foe applied to license parelmses, Ae 
aiKsfeer alternative, fee munfosr of unlicensed mmrn used k a partioulsr period may 

gi fee monitored locally foy fee Solution Software or ofeer software, ssod this Mfetmaifon 
may foe sUfoseqaotttly ^:to «al^^e t«^::fm .<jr rates. The license terms, soeh as 
dumfem ase and feitrWost IM^fons^ttl payment options, may alse be displayed 
as part of the offer of a &mm fm potxfease. & m men determined whether the new 
accepts toe license (step 130) (e,g- ? foy reeeiving an. indication feat fee user clicked on 

m, m. aoe^Jt teutton or a decline button fe toe pop-up window) . If to© pscr does not 

acoept fee Ifoease, access toj^,tomy.1^:^em!@il^^ 135), If fee user does aeeept 
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Jicc&se, maJnimg ,^^l5^- : ^ith. aoy p&pssirt terms, fe wirip^ te 
access tbe file, fife feeeh tosed and 

snv ofiw : neeeswv %%rtiMioii is ^terM in license dsl-afessefs* fetsp 1401 

FIO 2 is a block diagram system. 200 for maasglsg <!igit^ 

$ sights* Ataset dories 20e xaolucles s ptwxmm 2 10 5 wfeMi m&jmmm imm&om 
stored in a memory m m00t &®®t ^m^mmm& im mm*) ikm w^U 
mmmm9m^m^TM%4mm$, Tk* mvrdmm my feolule a BIOS {hmm 
irj|jit/ots||mt systssm) 220 m mxm &tim &o&~voiaM1 e Memory ilmt stores bmz. 
iBfenisafeo about tbe iiser devioe 205* The isser device 20.5 :sptsy incauote ose or more 
10 I/O ports 225 t&ai p&mk Mm mA <Mm data to fee mm&--$as$m oopied mfo wd oE 
hffi& user device 205 (# mdioatost ■* 230)- »ffe>eess^21%:m a^oordto^ 
Mslraofioris stored to mmmmry2l%mm lm^-M^^<^:.^^^m 
ttem#tifee I/O port 225 M : |»jrpowMM«nt^»0 ; ; pt»tei^ {%^ > m$y&&mty 
muaic, mdm> sptwai% orotoer files, 

t§ lire memory 2! 5 mas? Melu^ alocal dMabase 235 mm stores leesse 

klomKOoo for ftlss « are teased to be msed <m tte ^or d«wo« p§ or by oo« or 
more asors, teossto ttto looal database 235 s or to tfae mjiNaed fe^^ 
local datable 235/may reatorettos Muimt Softwawrts d^mt^&- immMmvm* 
tom stored: m mo BIDS 220. «fa mm m$ **> m^r ^/or theus^r 

Um Mm m %mm Mtx^mmm^i mmt^M^m® 2SS are Qitiy:mm4si? 
the oartleolar user iamm- 20S, Vmmmpte* if®vm aOempts to mslse M 
tmasjE&Orlaei copy ofthe key(s) aad/or 1fee:i&W8e;ls^^^^.»»m:.^ll«®s^v© 

mm to t&? mm m m mmiBmmmmm&mmmsy bo denied on the 
as alfeHMlvc Oevieo ordesa a ^ is 
st»red o^ lte aKeroaOve tetoe. license totormabos; oa a psrtfcyiar d&me© may be 
updated at a Sto date, spdattog usage xigbts «r mOTg aeoosa to a lite or files. 

30 Tfe b» device 20S may ooi^im^^ wttfe a cml^ $er^er 240 feough a 

^t\wk.M5,,w^ inctode or more of a wir^tess x^work a MH, a 

15 



fete. JiJtfm^ a tefep|0&$ aelwodCv aid a&y olfearn^iw^rk fm tmmfbm^SM^ 
Qmmmxmmmm h^twmn i%mmm dsmse m^Mmm^t^ im^m 240 may fc§ 
pe^m^d »| & secure cbariMi ? s&di m the Seeaw Soaked Lay^r (S SL)* ■ md/or 
may use mer j^fion, sacli as PGR The coital server 240 may p^ov&fe serviees that 

5 Mppert the digital rlgtas maimp^M s^t^i 2CK) ? s^efe as pBar^g kejm asfeg, at 
ie&?*t.,:u> pan, aiiuuiHiaoE ^mtfMmioa&as imm tlid. • oem^ ^u-^ in^T: toe ^eeure 
^omeotioii anci vaiMai&g key$ -md.Moease isifttmaticm pmodloally or wlMn 
tempting to' &enae sslsw media. Ib addiicm, life £Mk?$i mmm? 240 may fmwids 
access to a ^ttai il^^ database 250 

10 mdkMual asers aM#^^ iB&rmatioE. Stooge 0f lfe€nse 

mfimnatioiiin the aestm! Ssense database 250 m«as&- 

ef uUmmM4m mmmmmmm^mm, allows fortrassfe of M»ss 
fcetw©«sa s os&r 's dovio8S s allows tor je^ote ocs^ss .oiJkfgssss? iatoro'istiOH by tito xi$s% 

F« ^me ^ sucfeas some j&te pkmea, soms of lbs 

itmetiom may be perifermed by e^on^ts tbat are remold fern mer device. 
Some cellular phossea. Jbr esst&pk^ ma;y :aqt. tave tfxe mer^orv capability' to slo^e fDes 
20 and liemae mferr&ation. looally or* /depmdsxjg. ob tlie apj^lioatlOBy it may fee- otherwise 
imdesira&ieto do m In sucfe a case, digiM! Sles (sMh as but « &^tM to mm or 
vldM) My b steamed to tN user debtee o¥ar & wteleas ^mti^oiL Tte teal 
dataMse 235 may be loe&^d m netw^xfe aad « 

determme^ whether tbe ii&er device feas a Eeeas^vfe-.a^e^s; partite Sles may also tea 

M maoy dmar^ 233 is tosal to tte Bser de^iee 

MBe eases, iowewr, ®m teal da^ba<5e 235 falong witli. ote stomg^ capaMIilie^. 
mayi>e loeated a^ a network drive or other a^mal storage, &i the event that a 
^0tworfe drive or Vernal storage k mapped or eomwte^ to the mer dmiee 20S, m 
30 additional piece of .fe&miatk>B may be uaed to felly ^ectite fee digital files. X& 

partieidar, it -jmy W i^imhleiq $mmh® ik& data tlmt la wiitfe to tbe i^lrmsrk diive 
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or mtanml storage? to sr&# fee ^tc^rage loeation, M aidilori, iimiy toe d^irafele.te 
iassrmfy tlsi Md/isr imem €mt fe&ve Meess to ffe toes! database 2JS, 

Wfemfes teoa! database 2SS i^e^^ 
wrftion to the iBlbrmatioii may also be wfte to fexpw^ddw^ titittiftl 
sror&ga Ths itii^miMkm wrtei to natwp#: ddva or e^tensl #3rage icfeetiies 
tie aser iwiass or macMn^ i'h&l ooBneel to tM : network or a^temal stemge 
t^mg a imiqms user ID a&d/0r deviee ID . For examp le, mtfee at a 

, gpS/^ ime$ IPs (or a eoi^lmiiQB pf tfe^ twoj f toi^d; m 41 file orilfee 

ii0two^lc stomal ^ompi Whm a new macMne coans^ls Mm 

• Ifetiiwatim xaformatidB fer tie. new meMue h adilfed to fee ^er^tM file o&£te 
x^twpic; drive or mfcrtef ^ot&ga This ida^iifloalo^ Mfomiatfeit. may M trackod 
camrally attfeomtel. se^^: 24Cl : or qs&iT&l .clatafeMe. 15I§ to prevdBt a sitoa^os 

&a exoesaiiVe sl\iitil>or : of u£ss& qr. xa^Mii^ arfrsi^^ media, tes 

wola&ig tte Seeing ts3m &r tfea moila 



110 3 is a flow diagram ^ 3CM) fe i^stalllBg, oirs «r <fevio% 

&&mx& (*®4xx$m Bmmmfjikm mmmh mmwWpt0ecip€ lies. 
Sotware may parlb^m a nuafe mcMigng gatbormg 

fc&rmatfe for p«i| fep 5 «^^g wl& ffie c^al sew m^ltorlng 
tfes lite I/O system, storing aaci rctrfsvfeg^&^ 

Mamify&g Sfes (^.g <> osmg the Qrao^iote or ote taelmotegf wip^l rt 
^wraopkg fifes, .-ptii l^ilita^Bg the prchase of liom^es. The Solution Sotwar^ 
may fee festalted ott ai« device iii a mnife of cliife&t wap* IMslMonM 
40wxi»l. ^l sofm^ for Ihd Soliitimt Soi^^re to fee 

pm^m^m xM^rnks with soti# w^peS S?ftwm wd&g to 
Sofo&m Softw^ or a. Imk to a server thai stores ifeSoto^ fe« 
mo^a^mg 01 emMlmg, mmI oftsr alternMi^. Tfee proems 300 lllus^atecl 10 f 10^ 3 
illu^ra;^ m mstallatjoii Mliafed as a rosi*o£^ 



M&^.w^M^AiB. mmted {m%$ 305). If 8m data fitewl 
the \®&$s!&m of fe.datg: .file may hs&M&te m artist recording: a wtm&m& ik® artist label, 
aad $tifeK^^ that is .r^dy i&jr d&tr^tidiii.: 

•^l^^ct^Miv^IVV <^rt it^t^tj^icloiit &$riis* iithv $§1? j^>c&O0 mk1 i^iifeilsli.'^- i&t 
5 d&tr«!om Tile soog alf subs^aewlf fee ^m^'mMth Involves taMsg .« song 
team a 4l#al somes sucfi as a CD or I5¥l) or m analog sowea &xooSMg th& meig 
ixito m Mf*3 fife, Wmdows M®Sm file, Real Flayer file, or other media tami far 
playback en a computer or mx^<tfm?$hptem &#$m, 

m mmmi mw &o record label f«te S: or»piAit artist) or someone else 

media fife. The dlgiM wraf^ «o#sm% 
ami ;«otaeMbGte tog wiitMsmess rates spmfymg oTO?mMp s usage rigbis, 
royalty lees, ami pass-along payout levels (i.e., ooimaissiosB mat will be paid to 

nj'mqm F3e (010) and may fee stores! 3t» a eeamfi database #ee FIG 2). TM 
UF3D Is molmfed fit the wrapper dwmg say sod all tr^snfissioss sod Is used as a 
meefeaaismte Meafify&eraodia file ^4.to ^w^cSa^oat^ copyright 
owaer psymeot eves£s s Sis osage ^^&^ : ^d^^^sad:jm^-pia^^':^ 

so alloe^ieos lor om^umer f>^~a$qkg sctlvlfies, The Sblotioo SoJfware may ittefesle 
processes lot veofyixig tho mt^grlty of a lie and Its UFIPto pfov&i'fMD m& 
wrapper tMiperi»g> For example, tie file reocrgmtioa leolml^rios dssoassod above 
wlm respsei to (|Saf.igi£fte xm^ melnde^^ used fe 

"recognise* the file by geBerafeig a derived M k The dori^ed IB may titers be eheefcad 

as against a eerresppBdbig fi^psd ID to ensure tbat the file isad i ts ornqoo embedded 
ideMiier ksve apt bees mifejeet to tamperl&g, 

M addition to Inlbrssatsori aboid the media fde 5 the wrapper pte^eots 
aa^tefeM :ae!^ : te:lb» media file, M other words, me wrapper ptwtm$i. aeeess fe 
me media lie ooless the oaer has porehased a Mee&se, :m esssrKse. tbe wrapper plsoes 
30 me file m an eaerypted form that rMi«b-es &%y & MM^M mso^^ m^ym^ 
media file. Conventional digital wr^peo? mat are typieally «sed: &>r proieetiog 

IS 



for the t»a#a fife. $m mm$$l% Qm mm^pmm&f WM^i imm ifps m the 

ottpsto mmm i^m®m %m% hm hm to mmm 

m^m mk m HmtmiAmmnm 1mm Symmm Cmpmmmx mid AlasMm 
$ B»kwm\mm.m $$&m&> Oxm m mm pwiM&m a Meeose far ktmseif or ftr the 
a key is t& xrowmp the aedla i fe, » key may fee mbeMMm. tfee 
Central s-sreer. 

t^e#%> all xmmmMmmm^^m^ a»d the swr 
■®cm$ wltfe tm feats of ^erj^tkm, j%st> traasrms^otis are ener^sted via SSI/ttS 
10 p^ewe Sockets :Laye^a^spcEt Lsr^r Security also tecwii as SecareHTO). 

sewat Tho a^lSoMe iiidi^e^ tfeaitb& is. who It s^ys it la The ^tM ^rv^r 

is smi then : #&mS M ;j#liif:k^'fe tfc S£$<&g mmpmm. lie $M^g ^omp^w «r)f| 
tt^ : 'fefc^0B.it- vvMwio transmit with ;& -symmtitm mi imm encrypt ^ 
gps^^fefeywltli imMie fesy o^tlie emted sto ^he.eeatrai «^ bs&s its 
f«:felo &ood£ ft^pmpl^i Md then: the j^i^^^ #cod& 
fc.TOdv^iM^i^oii, ExmBpfe of syi^etrfc fey al^tfems Mdude SES 
M (<tptd <^crypiOB ^stem), 30ES (lMpk-0ES) 5 and simple eipter tmmodptioB 
algoxillm^, A popular ^sppli ®fiMf:^i mmypm^ t\0titM^ w PGP (lte# 



25 paricuter fey may M sliar^d mnoiig two or more mMla -files. To Mipr&t-e security 




&. gemeralj eo^ MecSa Me inay -^w--».^o«^p^di^ : ^q^ key, or a 
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B&ie feat 8m Umm dstolb&se local to fee device m fee eseryped. This 
'fflst$$Qa tygfealiy v®m% §>?mimtic y -^g^tKek m dmtiMd ,&o#e.. To bsiprove 
5 security, layers of B&mdty oan be asfeted (also desciifeed aljove) and toe mcrypiim 
mMm% *m$ hsMmged &&m mmmtkm m mmmmmiMsm witMM cm^M serves; 
Tbe desettbedtetlmleases utilise comtoMoas of data mmmP$m seed values to 
getsetato i:se symmetric keys, 'BtemMts oflbese m^p^n-m^^l^^i^^m.^mi 

■mm&m m m*t mt, «iei»dtog m m h&xmm m 

make the encryption spseiSe to fee local macblae. In tois way, merypiKm and 
i#m^S#|ieft:jfe^ gs»aR8fe$i fe:a: : ^|^i<sai®!eit 'be w®& m another system. 

Wrapped g$m are lypjcally enervated asmg symmetric keys as deseribed 
above. The eoer$pted eofdonts are stored wtlbta dse exeoMablo wrapper, 
is Aeeordfeglys teys may be tssed for a vm^'dl'^IfeoW seamiit^ femioBS, iiAfei 
pttoecstosg fie,, looldsg) told ardooldag a wrapped lile, loekjtig aadiMibo&tog a loeal 
datobasey pmnOTg comsxmdostoons between toe oser device and fee eettosl server 
and/sr eeMraf database* a;utoetoio«itog tbe vm^mOM/0ca^n» aser device to toe 
cetora! server, m *totl#t®g toe eetora! server to die user device, 

aa A user device may subsequently receive toe wtopped fiJe (step 31S) feo»#. a 

toe wrsjsped file o» Has computer imm a $>eer~to~peer plMtorms such m Montoeaa, 
MM ? Master, Clrofcster, eie4 to a& email received Ixom another person through a 
So access aid download p-ocess (FTP or HTTP) fioffi a wob site, telephone ox 
as satellite alwk s wtetter m m toe mW ia a legitimate distributor of toe diptol 

mmm% la pe^ojtoo-persoti tos^t^!ttst^t.ftx^^f«f otoer direto eenuect 
oaofeods; or via other media, sndb as t«oto eo^eotosa or€» 
Zip dtsla. acd fee like, 

Whea a mm aitem|>ls to ope» ^0&fwI^a©S^.fl^ wr%?ped mssdia file (e,g, f 

3D by do able eHefctog m too Mle), toe mmsiMte mmpmmti of toe diglial m&pp&z 

detenstoes wfeetoer a valid bmalteto M toe SoiuiioB Solfwar^ afeady esisto on toe 
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« device 32% :Bwa« fest^IJMioii of tli0 Sotetion SMiw&s^ ite omtml ^rv&i; 
wife Sup M:ger at^dte & device key: Tfe^ uxuque k&y is g^rat^cl bj- oonifekimg, 

&&cs^^ of &m-t&&sfy wMm^m mi®&& 

5 device spe« liife^D^ d$ft &&m& W»:aN^.» g^net^d fey fee 

i^i^BEtte f Ise dat% 0t Mfeasl some parts of fee €ata, :fe gei>eta% soak to file 

sety'&r tten enetypts tins iBfoHBBtioii &&sts€$K&s ■ 

oon-voiatfte mm on Ike user forks* ,w&m BIOS, Among o^-tbiap, the 
; y$t&to fey aliowi #ee^traiw^^ mMm jferwwrfc 

use !ie«nssd <Ma lites imd «ive ^mM^ s ^##si-«g) files to Mher 

eonsttmem. IBe present oftho unique key on the user device, aiosg with the 
15 oxe^taMe ScWob $mm im w&x&m files, tfess indicates that a valid 

kisMlail« of the Soludott Software ©fists m the If the tnigtfe key if 

pemmt hut the as«r feiw^i M wgmt ®t tfes mftare 8134 ^^01^10^ m 
m t$fer haotL » reltt^laiiSft of the Solution Setware Is scoessary- 

Aeeordlngly* when a nset attempts to access the tvtapped media file, the 
ai) So&aos Seilwate ctsectos the BIOS for a y&M mhqpe key hy eo^uctlhg a memiary 
road ef the BIDS data tables, wMeh ntay h« wriSee to the SMBIOS (also kuown as 

(as defii^ Is &%te^u»paNiW Eefdteneo Si^eei&atlon 
y&mm 23 CSoetioaZ ! - Table SpOetfie«&®r t where the ralqoe toy Is «j»wte 
&e Solndoo Software fe iastaOed. if the wuqroe key knot i«uM s the esectaabfe 
25 <xaBpcmewt otthe wrapper dfe^mk^-totteSoi»tto6/Sbfei5^ is not vet Installed, 
If a -.wd%m toy is fonad m fiif BIDS, t^mi^ .k^ls ^ «» d verified with the 
Central database to mm® the found uakpe hey is valid, Wb$ oeulrai d&iahase 
decrypts the unique key and eafeulsies and verifies a. eheeksurn. As an alterative to 
wslsg s eheeksatu, ofct vefi&afiort methods, we|j as ike incfe ste of an addh&nal 
3C key M haodshikntntea in the exchange feetwsm ine client device ami the central 

server, may he mm, M mm sliuatloas <^.^p^!^pl^ ^S^ift of te^^ 
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kfff s miidity may be perikmted fey fee Solaiiqi* Software m fee nmx fedee, If the 
^iqae key sialefeeiidpm^ tm^^M-of^^m^M 
d&wmmm feat ^aikl Sefalfen ^ft^a^is B^c^xm% .m|^l^ If tite m«qae key 
aad checksum do matifa, it is determitied feat a valid distolladoa exists. fa some 

(e.g., k a mil $hom% the process of cheekfag for a valid fastaasitea may be 
ferfemsed at Ike tmW 

fa addfe'oa. If dis iiaique key indkssJes feat a valMii^talJatiorO exists, fee 
Sofatfaa Software located m the ^ iW*tty>.v^i« against unique 



m 

mm£ m fee BIOS. For exarafae, the ludquekey tei k the BIOS M&y faefade a 
eheaksam aad vmkm &r %e Sofata Software, which may or may M fe© stored fa 
a« encrypted fe^ »d:tra«fatfc Sofatiott 

Software loealed on ihs aser deface. If feisfaferm:a^^ 
i s m&MzfoU rnmpmma of the wrapper &mmwm ®m Sfeutifei Soirwar a is »ni 
fastalled. Otherwise, a valid imMimim m reeogfesed. 

mm&.m immmdmwm % mmmm bzmmmmm wMch fee 

wrapped: illeis already lieeased (ie., a licerise access fee Hie is already stored fa a 
toea! er aeatrai Hoe^se database) or feeiile, wifaomfee wra^er, already exists ms fee 

m iiim debtee (e,g^ toe tile was ripped -oafe toe met device &®m a CJp before toe 
mxskm Software was isstalied on fee tiser dwiee). fa toe latter esse, it may be 
pesamed tost fee rsset is enfelsd to a leases to aeeess toe file, to $m®mm if fee 
lie steady mM& m fee aser debtee, iik:0m^^'m^^^mmm$i&;^f^^:. 
devices eormeeted to fee nmMVi^WM^^W^^-^ e^sl m the ttser device. 

25 The faadlfeg of illas feat are akesdy Ueassad user device or feat are already 
ptaseot rm toe iser deface are ifafesr diseassed below, 

l^theexeefeshleoo^^ 
So||w^:if^t-cM^%a^^«^«B ofe to fesmEfee SoluSon SoS^&re Is 
pmsmM-m die iiser de<s?fe« (stop 330). Wt oiifr may be pr^seped, far example, fa a 
m '.fm«W wfadow. It is thee deiemifeed wfeether fee user sea«|jto fee ofe to festal! fee 

Sofetfaa Software {step BS^ (e.g., by feeeivfag at* fadkatioa feat fee aser elfefced on 
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aeoept fetsite or a tefefetemfe pop-^p window). If fee usee i»ipt 
aoeept the offe; the SoMt&)tvSol^^ ia ao^ festailed and ac&ess to &g wrai^ed. 
media life fe denied (#ep 34€^. if acc^ptt tfee oiTet; iM Solii^^ is 

xoMaiM p^p MS) Sm a^eEte! s^¥^i!iaJ : stoteg the So&tlon Senate ocMie or 
5 fspm code ipskded m. tte wmppm 

iMm ilw §oMio& so;8wa« 1b iiBMlfed aistep S4S: or if tfee. a^6n&%Je 
eo^ixm^Bt of tie wrapper doleiMBM at 320 that a valid irMallatioo of tie 
Soladrm S^Swtos already exists (aftd assm^g the wr^pad m^diEa fiie is ^already 
lieemed by tfee p: sBd/or m ffie user de^iee), a& differ to f *irdh&se er iomse tfc 
! a wmpfed media fik fe prese^lM ob the bsst de^I^ (step 3 2S) > Alten$0ti¥ely< the user 
^^''W' 1 - 1 ^^^^^^ %-e1>site -wfcre & poreliaso or iioonse of g^Secmbe c-amp.etai 
It is aee^te tl^e pi^^e or license ofife pep 3 SO), 

If m>t* a&&ss kv&e wr^ped media Hie is denied (ak^ 

M imfte^Bfaton^ irisMIat^ xoay mot oec\ir 

mtll aJkr presei^Bg A to pjrafsasc: or liee&se &e wra^ed media !Sk:a$; step. 
325 or t^ssi ^fi^ tie user aeeepts fkp pm^^:W^mM^^&m at step 350, 
Aoeofdmglj^ a& ofe to purdi^ orBsoosa (step 3:2$) tfee wrapped media tie may bo 
preseBt^ <m lfee $:ser device regardless of whether a valid tefellmo^ of the SohmaB 
Software is OTd m the *ser device M Mep 320 ami feefee a eopy of &e SoMicm 
ao Severe is installed at ssep 345, In m^h a ihm Sslmiori SefiOTe stay be 

st akmt the same time as, or ate> d^Ag whete aeeeps the pmefeaBe 

or lice&se offer at stop 350, Aeeordfegly, step MS xii&y foe perfeiied ^uglily 
€0^e^e^dy -wBfc step 3SP w tte sf^550, : ^ steps 330 mi 335 may fe« oHBtted. 
25 &sa&oto 

d&rmg «te ptoeess 300. 

If the user fee F aretoase or Hots ofe pap™ iBlemmtion 

p^tart ^ffi &e «r smd sest to o^tral sarw (stop 355). So eotslrai sorvw 
m^Ss^^ s>>$t^« m sale of fee file Hew sod 

M also all 8>o partfes to be f aid e^ Iftfcis 
p^^efefe^Srst to tte ^er has ptircl^ed a media fee, ilse feiifag m%i«ian 
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asd uto*pw&fiis paymeMsaefeod or to eater a mew payment sieM 

paymeto mefeed m ym*sm& Wi&&p§ymmt MM* tbe user am. eater a 
differ^ paymeot me®G& and try agafe. If the user closes «ot to try agsdsr or if 00 
pa^m«0t tvistiod etbsreet xs rsBMM, the IzmsmMm M eaa^ledaad mmm to ftfe 
media btofs derded. Assuming faymmt is sxicaesgi.il, ho^ev«r 5 ilte mm&& Ms is 

$m) m& mmm mMm^mst? \m stored, m ^^mmM& Iqe&l 
datafease cmml database. 

i o fbiee dte Bfeutlea Software If festaOed m 'vm?. 4mim> fee Solution 

Setwarew?- ebeeball Media m the user devtoe (step 36$) to det^me wlMte a»f 
cd tbe mMa rite« repr^seut protected contest. If Ms efeeek taay fee periled fey 
scauafeg toe; e^toefes Qf^m^:4m^tmm^m&'^^ a tlleidepti&^tlofi 
tocfejdqoe t© M^ti^ toemMedkcfilm, Itoeogsissed mafia- Jsies ibeii be 

15 «spped to mM% m user to ps^moto ami m% His/her owb cataloged Wmm : ^ 

torlher dossed below, Is soedfic ira|sieiBe»tatlo»s, feetuefea Steamay he wrapped 
«|a>tif ecegsidoa. or stay pot fee wrapped a usef Mtempts to send die file toroogo 
toe I/O system of tie esor dm to addition &e user amy be tocptfed to purchase a 
lieease tor auy reeogfeEed content for which the user does not already possess a 

30 m*m «e mi>Ieffler^tor^ s however it may fee imdes&afete require pttofease 
of a Me« tor Ife &at already reside em the user detoes wheo fee Setofem Software 



; fee Me if the to*er t^evleusly paid M fee file before fee Soliaios 
Sebware was installed on the de5dee), Mlaafeat sbeady eaistoo fee eser devlee, 
boweeer, may fee wrapped opoo transfer to axtofeer device audtor aaeifeer irser> 

IIS 41$ & fiew^sptm; 0f%ps^^s : 4O0,fe , wr^^ii^,:jE^fli^s| : &at arrives 
wrfeoto any digital wrapper <m a user device feat im;I«des fee Soladon Sotware, 
MM% a ssedia created {step 4m% m deserifeed afeove to OTeetimr wife FBi 
3 « The mem Me is subgec|tts«iy reeerved m: a tsser deviee to&^l«dm. : «i« :ioi]6iid««a 
Software (step 410) feroiigb. a plrysleai or eleetfosk media distdbutkm teebifepe. 
The Selafem Solrware mofetors fee file bO systsm arsd thus recogfeaes fee teeeipt of 
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m media m, Usmg a Ml04$Mfi$mmn mimiqm. tUvSolmkm. Sofiwatt- mmtpis to 
identify the media file (step 415) % example eximsfeig a il^li',&sge?^»t:ftoia. 
the media file m$ sqfepafing t%& fihgerprmi wiih fii^rpm-tts of toovwnvMia Hies, 
A ikmmmm&m is made as fe whefeex & msdla file is re^g^i^d 420), If »oi> 
$ it may hz mmmmi feat the file is uot jmrtecbd fey eopy^gfit ox ofeetwIse f m& aeoess 
to fee media lie may fee aEowed (stap 42S), 

If. fie tile fefeeogfejsd, it is detsmfesed whether the media file Ms afesady 
been lleeosed lot «se o« #©- : ii|^.4e^^ ^% l3!y fee periteular user (step 43Ci). M 
gmerafi whm a file is :jr^ogra2©4, fee file idemfeesrfiou ieolmiques will idefeiiy m 

w existing 0HB associated wife fee media file, lb determine If fee ne&t file is 

EeeBsefiier use fee t^er deviee, the Soiufes* Sfelwism m^f^^^^M^W^' 
is stored M a; local dathhtse that coBiairis UFffis fer lieettsed media fifes, in some 
eases, the user may have a license to fe« media file but fee mm ifefemati^ may 
riot bs stored on tbe user deviee. For exampl% fee user may kwe moused afiseaae 

is usmg a diSsrefe device. Assuming fee teusfeess mM for the media file do not limit 
urn of the media file to a pafeentar defeee me devfee o» wbieu fee media fife 
was eti gmally Seemed^ or otherwise preclude use of fee media file ou the current user 
devfce. access to the media file may be permitted, Asemfifegly, fifee UHB is not 
femfefethe loeai database, a eeferal database may be efeekedm #tofee lf fee user 

0 baa a feease fer fee media fik. 

If il ls dmemxfeed feat fee u^dmfiie is Meeusefe access to fee iseaJa file may 
be allowed (step > 4%$^ m some eases, it may he detasmiaed feat m&M license m®% 
sod access to fee media fife may be allowed, evsa if ibe file is Bfe coBlsfeed m a 
licerBe database for fee user. Wm exampfe if fee file is beissg loaded ouio tie iw& 

is device fiom a compact disc fee Soiufioe Sofiware may fee able to reeogm^e 

wfefeer the ® |s feetory-pio4«.eed aafeif so, s^y |^/prd^fe#id. fe assume feat fee 
atarptto copy fee fi le Is iegdfe^e or pemfissibfe Accordingly feeSofedon 
Sofiwammay allow copying of » Mm as ofigfeal CD arfe may store Jiemse 
fefermatiaa for files that ate copied fern as ofipaal CP (see step 140 of FIG l)< 

m However, the Solutiort Sofiware may also be p»gram^ed fe pmm& fer&sr «o ? M 
of a file mai ls sMved from a CD. mgoMfeji Sdtwsre may wrap a 
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m 4tk sopeci fe>m « CD, Artfc time tfmt tfsefik 3s wsogaM or fai 
deieclmg tfmt ti^ I/O system for defcfe*; 

If m edia Ik is not ieanse^ lite user may fee ofeed tlse oppmt^ty to 

"fem^Jkmsy-M $&m®4 (si$gM8% If fee user tefe to 
--pmhem* Mmrn p^mmM&mMm w obt^txitai user ttirf wa&u the 
opsbd soot (step 445). mmm$ sweet^^ &s 

media lite m&y ®$ uppmpiini^. m a local database aio^or a ee&md d&tatmse 

'{Step 45C>)> Tfce media file tnay he m§pp®3 xot f^r&m dMnkmmm (tt&p 455) ; 
i (5 w.Moh -«&g$££& : thai the mcdk file m Bxmmd ife&t tite a^^pti^ dlstrfted mm 
Ms mmit 'htiom oih^tt cm acc^s tfeo tnMm file. At beamed abov^ i&e media Me 
may l>e wrapped imm^diMel^; AIt^a||yal% media &U- may ramaiji m 

. 11^- i^mlla Hie: &i:imgii.th^ I/O lor user <ieviee> 

is H(l 5 "is a signsiMg and Sow diagram of a pt&eess S(R1for |eBentmg . a 0GID 

a user aiidM a key &M ia spseiSs to t&s user d#k$< In w8l 
a single IJC1D atid eaob mset device will tee its ctwb speclfi e device key Ths 
OE3B may Be used i>t:Me0ti^iig t^ mer &r ■■pti&o^ of a^^iBg i&nssrt 
lioeme .tafonm&n stored at the central server, tacking fee souree affiles for 
20 purposes of MMliftiitg payments (ie, ; when -& ®mr teas Mdad fete UCiD to a & 
wtappsv ite ^$inimM mt xim to otuei per^a^er^j, anu ^oi ..luenu* >^ug usrs&tt user 
deyiees a^ Tim ^eciik d^vfee.k^ m^y b® isaed %• 

ani»:kmg a^d/or mo^^g.th^ioeal Meesise database as well as tlla\wg the cmtral. 
f^itily ■«& spe#Se deMoa lie TO mm! the tijfr&^-u^ 
m- &lm 'm msrpd te a coBifei^tey % §teply ^pcMii^ oi^ t^ fe ofiw or by 

t&s sbS &e s^cifie iim cfcviee toy may be nsed for $&fa$M^ msm® t m 
Kmx^k" vi^er devices that belong to a ^Hrtietilaf tts^r Ce^^i.v lite c^Mml ^orver can 
keep trEefc of wnlcih deyi-ee^: oil wMeh a lie?M§ed file resides). 

clevis 505 j a BIOS 510 for tfoe tsser device SOS, a centrai: serw 515, Mid a eentxal 
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iM^sm SUil As Installation of the Ifokti&a. S&%wm&m fee nse? devies SIB is 
feifetol (step 522), As a result, tte user device SOS sepis & T^a©^ 524 to fee eeBttol 

Solars M downloaded m fmm ih& cmm server SIS m : fee user devioe 505. 

5 Instead of sendfeg a Ripest 524 ^|^|xt^,84i5wiiloM^M, &e^l«^ 
S^is ware nwy be |^^lMtyt4g< s: fi<p : & : Me located sm tew device SM m 
from a disk). The user may be prompted to accept the terms and soiufthons of a 
heaase a^eemeui ihr the Softtfem Sotare, and aoeeptaaee M&m Irase agr^neto 
maybe ;reeeived (step 528). 

to Tue Sokdett loaded esto &e aasa: deviee 505 natotoes 

tmm&m code necessary to mm emtmx m#-^M0d mf6tmato {«tep 530), 
Sorae of die h^rmahoB may be eoilscted mrfpmsiieaiiy vfthle other iBferUiattotr may 
reoMrs manual im*at by ike? «ser. For fee user maybe prmmtod to enter a 

unique user name or 'feaudlef 5 a passwetd 5 mem^ 

l$ inlbmmtton TMa sm%toBtooB may he used to mmss i^-wez.%&mmw& ©te 
infata&oa- §km$ kdiee«rkl database asdtot to access a local diabase specific to 
the user os a user devise 505 fe may be shared by mulSple uses*. faibrmatlGri fest 
is ®^aS|^»fyai8 device speoiftc mior^afeso fe.g,. System 

m m&mm&m tor fee local database. 

The Sofetiou Soicware is loaded otoo fee user device 505 also toekdes 
exeoatable eade aeee^ary to establish a eonneedoB 532 between fee user device 505 
aod toe aeuttol server 515, iy^ioaliy^m 

505 sato fee central server 515 is atMe autdtoaiiealiy If automatic edsseedoa ii mt 
25 possible, a niauusi process is started to prompt fee user to kfesto a coBBeetfen (mm® 
a modem, S «woffe 5 efc<). dtoolruereet ooonecdon is made, toe ksiadaiioo aborts, m 
wmeb ease the iatoatimp^^ai«5|0 may fee- stored for a tohsofueto 
attempt to Install toe UCJ1B and specific device key wben au feto^ ^iu^tfea is 
available, tostmlabon of toe SokiioB Software May $li«M^1^ ^itedl at stspaS22 ¥ 
as 524, & 520 m eases where the Sokiioit Software is tostalled itou fee eeutrai server 



515. Tk& iMi&em mmmMm Is mads via a secure eihamiel saefe m Smme Soeksts 
Lafif (SSL). 

IfifetmMion $mi to fee centra), serw SIS tu^y be seat oa feis secure chauseli 

5 Minimu m tk% m$t$p&m pow4ed by fee SSI mmm&otCj. Messages seat to me 
mxm m^m S'.1S may fee resided ie with a sueeess « Ml ettife Messages seat 
wMdvroke no resporB© » a progr^rasa.&al!y determined re«se^ah?e fesslratm; 
may be «sd to have failed. Using fee mmmtmtk the user 

mnm^m mnmi^ 4 ^ 530 is trmmmmd 534 to the eeutrmf server 515, 

m fkm^mmU^tm: 515 may m&h 536 tbe emrssl datsfesse 520 to see if the 

user is already knows, Determlfesg if the user is fea# towa may rovolve a 
eorr$>atisori of ooe or more of ffce data items of user ^ fei»atk® to fcmwn data items 
stored M fee eeuira! database 520. For example, if tbo as^r mm Is treacly in fat 
eetaral database 520 fem fee password ioos^ot matoh, fee user maybe jpfefafftg to 

is Mgm W» m ®mm pmmrn mmfmiiM fee mumme is already fe use. 

If fee sms m sot already feewrt> the eestraJ -»p8^-$Jl5;g!^aKB^:^IIOBD- 
sBd/or a defeoe key (step 53$}, The UGID Md &e dew key may be lem^aied By 
oomfeiumg a seieatsd tmfeber of data items, wfeeh msy be selected from amosg a 
varfees awildMe data items feeiudmg fee jreeeived devioe speoblo femrmaiiom fee 
2?) received user femmmfem gathered from user Mput s fee received aeeess «od teto 
Mqm>*ta. fe&Hoosl m&m data ge«erated1>y fee eeuttai server 51% w$ 
fefermaricfo legardfeg fee date -md &m or ofeeristoaatloa %bm% me 

Miv tem*m& above, the mm mtut<mm^m «tf#w£ffo-*ftfc» 

key to create a eembined key Which dataiiems are used, sod how the data items are 
is eombmed maybe delued hy slgstiftoa &m& mt.be esetmt server 515, By 

gauererteg fee UOiy device ^M^^.oc^t^W^ fee central server $1% fee 

secure, wkmh may heb prevent users Item hemg shle to $mmm mmtt^d&k ©Oft?, 
devise keys, aM eombfeed keys- hi Mditlom reverse ^jgme^j^of tM UOT* 
so device key and ooMbmed key audfer the algorite far profeadag theDCXD, devise 
key and eombmed key may fee ihrfeer pxevmted by usiug less than all of fee xiser 
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reeewed warn msmrndmim 505 a^».faB«y s^6g^:.mm of the 
ds& tea to be ussi^ UO.O before 

OTtisg&e to m mm ftemm #1 

The UOIX device fcs^ ...msS^^^^^^m-m^^^^ mMMm^Mc 
5 mmmi^mx, alosg witls the ether user i&ta&tk^ is stored 540 is &e eestr&l 

54% andfe eto-yf* ted 0CID ? de^tes key, and/or ^mbhied l^y tr^s^tlsd 544 
10 tke^rdmeeSOS, which stores 54$ the POT, &vke key, aM/or 

«b^fe)-ffi& BIOS 5I0 ttekeys *m : fi.j#^«ie4ifce8l 

i| imrfe 0 .fhe fcey$maf be ^omlat ^asate loeatiom in the BIOS. The MC1D, device 
key, eed/or sambmsd key may t#respjt *&&m W ®m mmm{mm V mm U used 
ms«es bat^OT a dto^ A local lice^o 

m 548). For ^a^^ 

Solmkm: : 3b£kw^ns iis=. snaat to ornate m enc^pfed lio^e database on iistf 

15 dmrfce 505, By 'mer^img <latal>ase a^^/o^ tefe^^mi sfemdfo tfce 4&t#a^ 
it t&g&fefc to pffevmt ife^ mfanrmtioB conMmsd m-M& dm&bmc from l^ing^id^b: 
ti&Sttft the ^oplMa 6an^al% the Ikem^ datafe^e is em^d on a 

Ismt iltiw :&f'ihj& imim 565 with; a looaSon stead In fee BIOS SI fi but 
Umm iM^m® may also be Tim mmyptM t!CE> &&ci 

as ths d&nm ::k^^a^or: : oots^femed■'key, rtiBayMi* oo$ or snore Iq^alio^ 

pwfe te written to BIOS usag aii Mustty ^t^daf d p^oess, Desktop 

Cbbsfei^ olte Isa^e Mut%ie demises aMf warn to afele to use Ifcsmecl 
fiteg tlis vafi&ss ie\?km J&.^me situaiions, tb^S>re^&e poosss 500 iMy be 

& mm nmxm ami f>aMword s m&m: atfa^r Minify^g: lBt>mBaM<>B^ the oei^al sorv&r J IS 
limy ctetormfe^ tlmi the user h already teowta dwfeg the seardi S3 & tfe# ^« : »y 
still b0- to m^ai! 4fc«. : : iS^i4i^- ^*Npa*e=*m- 'o^er fefcos wi^/lsiisascsr. 
tisermme micl password, llie mittal sen f sr .Si' 5 j^y-:$^u%& :^iiew.' : 4oviib^k«y 
3i> wl&om k#| to g^iMafe a UCID (M ; S3$) ai>d apsMfe combteod key 
wife tfe ;» clmoe MiriMtio^ Ttes, Ike ^tp^^^k^'ma^ the OCII) 



EloBg wffi de^se specsfe infemiaticm BpmMm dmimk^W) £qt all clevises 

0%ii$>XO£ a^-u tilt* lte€i> 

-my. m mmmp^W^^^^^W^: ^Mmtxfy^m urn iming tim BCm^amm 

knpwB da%%s& ior tli^ as&f (usl&g ths d^vi&e specific coBtMte^d m iht* 

oombmsd koy). If -Mce& a nm &miwM® w dew may fee a&fetfl to the list 
of l£&own device fh^-r^bt^rad::^^ and tlie device osb Me date itiss &&&sd 
0:^5 psroii^io^s f o& : th&;: iodiyidi^ fifes ihp Bur^lMf of dtll^^n* o^v^c^s on 

iO wiiMi & irflt Sfc:«j |>e used wittaxt p^iasiiig -.m MiMmM ttoaiM*o}. I'te t JOB 
: add/pr I6e ^dM^d oomfcsiM may also fee added to 

ifo^ BIDS oftfes «w de^fc# so ibat ibe <^k^-n^ ; ^m. associp# witfe the i^e&flo 
siser. The IJCIO a^/<>t ^ of 
t&e w's oite:#m^^ tb^?#?d:'tm^ da-vic^ <^ite«: to tb^ emtral se^^r, A. 

1 5 ^ wiffc d^iee may aMo be s^ookted wlti mi!tipfe-user^ : m whs s& ease eadi.^m- 
may have a-s^srate Iketi^ dirt^ajidtfee s^amt^ lke^ dal^a^esmay be 
dlst&^ml^d a mernm» rod AddiiioEa% a dmee ^i&out the 

'Somm Software feut thm^mthmlmmn «*um^^ 
mm d#fese or the eeti&sii d«i>Me S 2S eouid lm pmmsm m xm Mmmd 

2i>. mm Mmm immmm^mmM^^mme mm* 

te^ for sample:, %oixowed de^leea. f or iB^iiee, a « may want 

to Imen to a Mmk:®e«Mfe at i liouse. fe sueb a t&§ de^le^ M&y be 

t^croly ad«# an M eipmloii d^tii^ fee file 

as may paitad a tem^orBry license oh the de vise, or tfaa Ik may be provi&d. to Ihe 
a ^eammg fermat: Itifaemm mm> fern a!lo^iig,otte. to 
liw h&tem m^UUxmm to ose eo^mrom logm at a aad/or 
■^3^^'%^m^w^'^ g^^^M ^xAd^^m m m mih? osa d e^i^ at a; : fem>. 

SKI .i is a sigBaiiBg and fbw dlagr^B of ^ p^o^ §00 
30 ife ;p a user already fe&s a ie^ise tm fee m^dia .fijte, f&e pocssss S00 

kwoiw. qf ^tlpBB.o m§ mmmmm^^him^^ mm #m 60S ? a BIOS 610 
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far &m mm dmiot SO* a hod database 615, a ^txtml saryar m a^I a mm®! 
4mm m, H» j^ajaKa^^ a wrapped file as ia step 315 of HG 3, 

lfe^»r de# «03 pep 630), Tho ^oMable t^w^.:®^®* nsfer <$svfee il)S to 
s W ebealc for .* y®M mm^m <0^^ Mmxmm * 

WM imMmm m Bmnd, .Hie axecutafole eod© t^ay asms^ tfee wer toke £0S 
ekeok lora^ anchor fesy m iW BIOS SI 0 |st^ 64% 

whklt M^iroMYd a m^m^^ad $f &* DMI iahfea wb^ fceyis ymttm. wfe 
tfep Solution Software ^.feStallM. 

io If a valM ^CIIX davioa ke^. a^dfer oombmeii ksy #ra fee Soltiikm 

Sof!w» m &m mm m^im mS mm m^ fm a Jfcm to th^ wr^M file to tte 
beal m by mm&m * fife few » Thk mmck may be 

eo^duciea by idaBft^ing ^vii^^iXMXk wfak& Is c^istamed la te.aigM 
wappe%a^ datafe^ #15, Tim local database 

is 615 may be u^&etel- by o&mpaxltig: w&t$m. .iB^^:ifaAi: fhm* or iboi^ 
keys slbresS la the BIOS wiffe the actual ti&ilpe- m^Mn^ mffermatl<m. If the 
miommS^ mMobes, tfea Solaikm SottMare em decrypt fee IMal datAMe to 
reM Iwfe iMx>nBatioE> If She mfemation does not matob* fee key^ fflay^e 
.^g^dst^fe^t an attMipt to iacrsptae&ea! datsfeMs will b# ^access&I {kg,,. 

■m to Qm%& xmmtmm^d eopyfeg of the Ife^e dal&bsap to a iife^i/d^^ej,.. m wMeh 
case It may be neaesairy to c&s&a^ ikm oenttal.:. $m> s ar . §20 to 0fetc#i a^ftoiis^tioii or to 
agister the user #mee 60S (w M 5], Pwj^tm$ tke fell database 62S ai^or the 
gems© mfeBation in tip -local database 625 may be p^rfom^^d t?#ig a 

digital key stored M BIOS to linteak tbe 'k^al Satafease 625 or its ooi*tem, 

15 AssimHBg ths teal damage -62a is guo^eas&IIy d^ery^ted, a T^aponse 644 

eoBtaiomg the Bec^sary li&e&ae Mfeimaliofe or aa j&dicatksi tkat the lie is m>£ 
etin^% !Iom^ <*8 tfce lisor devk^ 6§5 is returned to $h$s oac?r efeyte^ 605 . ICtJie 
Moame Mfi^ access to the fife may be allowed, (skp 

OtherwlM, if iaiy _ xa^»ci^es»«s^ -^c>;:€bB0C3BSs -^sfe" -c^arsteal <ktafease §25 to clatetmiBo If tbo 

^ a^a? deyk^ 603 k aa device md/or to dMermmo if a Ifc^ae eKists> 

Ba^b feo tBe zmiM server 620 at>#or wM Qatabaae ^eoass^ It may be 
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mmsBm:fk> test fee keys stored. <m fee user deviee ag&feat %0g00imM&tQ§. m fee 
tmfeal database 625 to ensssre mtbmw&& 
M device 605, 'm f*W*m <^BWt^mg aft arta^l^ Alltogh a 
t&u&fatti key may be used, t!®m mplmLmmmn may bsc a OCID, a ieTO fees 
s aofeor other information, ifacdmfemes! key is fdimdmtfeeBldS $10, the found key 

epedlie hifbrmaboa {i« v , fee feforinailott or some ef fee ifefemsSoo erigfeally Baesi 

fe ge^^^te^mb^teF). Bit i^^--^^ $2#de^^ ^ 

combined key to retrieve fee 0Cff> (ste|> 650) and «W ^iiwiii The 

M ee*M server may admteally calculate a ekecksim&r fe.:tm«^t^coa*fead 
fey pep 655), The ceoual server fees verifies fee imeHetypiM e^mhmed key apsisa 

stored m tbe cesirn! 4afefease pep feSD). \%rk^H^the eefehfeed key 
rosy feelude calculation ^ife fee checksum. If the too^se: : epPifeM key, 
mm, ami mmm^ Mmmm m^lt |be%foimate^i^ia. the eeiuraJ database, 

i $ m\ mtimnmim 665 to proeeed & $m to fee -am device b#§ Is^ieadrig a staxees&t 
verification of fee combmed key. if fee combined key is counterfeit or copied torn 
s&ate device, fee mae^^ eombisedkey 
will not BMleh fee mibrmaiioB eostsfeed is fee imeocryptod key ami fee fefommfea 
stored fe fee central serves. 

3D lb respo»se to fee sufeomaslioB 66S f wibeb may fee u^sed dace per session 

wbM connecting to fee central iatafease 625, fee executable code eaaa es fee «s«r 
device 60S fe seasd* fee ioca! database 615 fer a Item® to fee trsefea i!e (step 6?S> 
by trying to fes&te fee UMB for fee mefea file fefee fecal database 615. M mmz 
eases, fife seureh may be saeeessSd even feouga fee origfeal search (at 642) was ix% 

0 if, lor example fee key fefermadoE sfeedi toeaRy became corropted bfe fe ispdafed 
ferooghfee aBthotimbon 655. If feeUHID is raat feifeb itr fee local datsoaae 615, fee 
central dMte^Siftay tesws&«si ife tbe UFID. If feeMd is fouod m fee 
mM} database m% fee loeai database Is upoated 68b wife fee license feiormaifem 
Aasemfeg a license is located, use of fee media fife k allowed (step 6S5), For 

ss example, fee Safeties Sofemue tmy ^Jo^ata^lisipfc^ apifeeation to access a 
repaestce: musto kie. lit some impl&msjifelioiis, once a media fee i& alkawed to fee 
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m mmtMppmi &m% Fhe wrapper is#t%r@apf!M % ^S&ht&^^s&mm wto 

$0^^ oxm0W fixsm the user device 

SOS to mb&t&t 3mim m $t&&^ 
5 monhmmg .of.Sie Me I/O as iigeusged above. In other m^l^m^^ioit^ 

madia file may Wisfo(^' : ^<&& Mar device 60S i& & wrapped Ibrm %g& m$y im 
wmm^pm wmg Mmm i^^mMm s&ms&m fe local debase 615 sa&lr &xs& tfae 

m m m a mm -vfam a wer does sat have a U&sm % the media ®k Tm prnmrn m 
im<A^m ^ms&ms, m and oossiatolcMiofis btiwm& xm&.&mt* 70S* a .local 
*W 715, a s^tral server 72% and * database 725. Ttfe^W 700: 

bepal wik a tematiaiiost that tie usee does not have a license lor the media Me 
(step 730), This detatmiaatfon may be the result of a MM search lor a license m step 

i $ m$ of f 10 Ci fc Tespaase to this deief rfe^tioik fee user devi ce ?§S iM&m 73 5 fee 
eeotra! server 720 feat & licease is Reedei. The central mmt- 72Q z&®Qwte 
payment Tec|«es| 74S ; whieii is displayed m the aser device 70S cc the isser is fexseted 
to a website where pa^iest ixrfbramfem can be obtained. The nser device 70S 
iw€tt^p^^^t-»^JmMi^:ft»m^ «ser (step 745) ami sends tie paymsat 

7SS1 wMcfe taay itwoiye deteMnmg few mtseh of ibe licease &e is alloeatM to fee 
OoMsM «tir and/br to tme or mors users who b^e disMhoted ths«§& ite. The 
eestta! database 725 k upefeted 760 wife fe&rmafem «aMng feat the user has a 
isease to- fee media lie, Tk% central database 725 may also fee updated ApMt 

as g1.«ioB; is0tmalio& In addition, the local database 715 is updated 765 whfe 
Minsatkm iadfcafeag feat fee Met has a hoense to tbe media life. Based ors the 
npdated heerise ?sfomiaijs3ii, -.toisfifjasaf be allowed to ^se lbe media tie csk fee user 
dome 70S (mp 770). 

So0ie devises May not fee capable of eors^tudeabng directly wh^ fee central 

w serw for exspple, ife aaa^ ca^t ^av^^y ecjjaieet to tb« &hpset Mfefea 
Hies taay he trassfeed: to mah deviees is a mwwer feat precepts fee aaefea Ite fi^lS 
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pstiims. $f $b$ mm%mimsQ&§ w^fWimi^^M : Mtmw^m'm^M. small loe^iKc^w 
ds&ba&s may 'fe^' ipBt^&# ffi the de\4ce.% ^Tt^le t^emo^ FIQ S is a ^gnaliBg ar&i 
Sow diagram af a ::p$&®em WQ fm mpymg er ma^ a rndk life fe>m a u&et de^iee 

s. 805 to & ^epoiMistf de\d&e SI 0, T&e pmcess -EOS iiiYoiYes operations tm aad 
iKBmmmeata user device 805, i!m secondary de^cs 8t§> a 

4Mmme 815, a second^ a <»al B»^ 825 . T&e 

^cQ^ary device 810 n*ay fir e&M^%& ^ f&^&i 
calMa^ptoe^ MP3 pkyp; or o&m portable device mid may coiiaeot to the u$er 

10 debtee aamg ^ to mx lEE B94 feawfee or USB cable, or 

may be » 

ii response, the bs^t deviee t^&ests 835 a devi.ee ;IB fern llie &w 

aita that bmmms roles ms^meA-m tfee wap§>er fcr tte :.*m$k il& affew tha 
minted feansfe pep E4SU For example, the teke^ fife may pkee a Umit <^ 
•&e BU#^ ^4^i^1P wticfe the media ilk am be copisd, As^jBmg that t&s 
femisife? lapemdttad, ite wrapped madia fife ;atit|. the em^porK&ig.. 

device §10 may Mare the the seco^y ferke database §20 

(step M$h a§ to p^^^kd^la^ 

aj datable S I S (step BSD). This i^da^ aiay stoire Mfermalioa indkatog t&M a capv of 
fee m^ila tos bam to fee ^eo^ary fefee 810, 

Subsequently a <?iTO0sfeB may fee established SOS between £be iiset .dfeyl6^ : 
805 ami ft^^alirv^ |M> : IWedin^ $o an 

attempt : *a aft&sss t mw media fife*.aa ait^pt to looate |k<enae iafeiBiatloB^ or a 
3ft ^Ekemen £ tfeai the device 805 pmodkally Yalldata^ tfe licenses slwM k fee 
loeal database 81 $ • ts> mn%i0mmg th® 12§Ms&- Ifemg the ^oim^tlm, Ifo^e 
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apiates stomd M fee l0eal dat&has& 815 msy fee lipfeM^d 870 to 13^ oe&tml sorvsr 
825 (iaed sferm la Ife central datab:as^ wMe& altaws centia! to teep ir&ok 
of the devices of to at^^lia life are locked ami to pr§ v^M -ifeg m&jk 

Ik l>feiaf ^Mf : ailo d.e%#e#; allowed i&fe fi» fe^feass rafes< 

5 1 s ho o&pirssl lem^r 125 may also validate S7S skiing licenses stored in ihe local 
tote- SIS, 

TeoMi^.^- may also be pmviied & m^ordmg the distrteSmx ofrnMIa $&e$. 
£b>m tteer to Bser f$d allowing -as^ to bai^St ffcfe geMraled as a f esuM of 

thi^ir di.siri feiix^i: of jEl^s to otters, A ^sorxn&¥ ^oc^trc^c^lfc sond otJipr 
10 om^^to mi^^oia sfeoiii me#& files M mm m m}&y&> If a sate is made as & 

mapper «as c^a^Mdiaiatioa. idesidfymg the cm|p»al reseller sad iiMri?u« fe fee 
:ewt fmt%© 88#? f^jvM^&l^j^e fas a m®gfMp& tmMm fel dlsiylfeixto^ 

U m w«l! m- mMm&^M i^mMi^mg ^m mm wfe> Ihffesr fesMtaies fee ^dk file. 

Based ors feaafeess mfe associated Mfe fee ile f tesata^oa enables the reseller 
sad fee user to receive sompe^satioa fer piaehases made as fee media Bkis passed 
along, AdfeMosalljv where a M&xs ssotor received wmm®ps& & srfemag user, 
reseda m&. '#s&» to m -011 fee eampeusafcd 3o»g as feeir vMqm Mmm^m 

m w mzm®& wife fee tOTaetioo data. For ex^pie, it ruay be possible Ibr & puMmse? 

to -im&ff m^mm^- & ™&<& tfe **** Mm m 

mBmng nmm^M fee Hl« and ^COTstmci fee festribfelen eMixg including 
MeMipfesg w& should -tee. h fee revenue. 

Buslsess ralss eaa detemtme if « xm feat Ms not beemsed fee mMm lie am 
as still profit ; «^sA«^«l1bsira^ Sle, mmgte* a user may hmm Mm 

fee, evm tbeugb &e asei does not own a license Ibr fee files he/she is disfefeatfeg. 

When someime begms fee &&em Ms i® a Mead, fee Sofetien 
Soiwaxe creates a isewly wra|3ped version of fee media file^pt^anag fee media life 

iU lpm$^M&^.mffi''& m mofM * Ss* ami fee fer fee orfgfeatmg ^aer 
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(mnmm) y Mmh allows t&e usw (or bs^s) to ba co^e^si^^ 

liifemi^io^ can also mai^fed m fee wtaf^er Ilte : SbJMio^ SoB^re: per&rms this 
pp^pm^ CD 0rBVD< For mmnpi^ ^fe^ 

5 soxip $b a CD are ri^ed cmtD a <^>fe tas fe the ^Bgr^^ 

Mpfe^4^&^ S^#q^i% if Ifee songs ar^ to f ta>&gfe tte F0 system fe 
tie- somptei* a wr^>er may %e appEM to the m*»gs> Tte wrapper s&iy IxM^&ds 
lieesm&g a&d gaj^^ be t^M<m^ \&om eanird dataMs& 

based msesi^ haned mi 

i c> iMmiMm&m mfmmm® obtalBec! mm§ the file ideah fiea&an taofeMqi3.es g^p&sgM 
abom !f&e.MBg^ #^ bpmed oqto a €ID V to &e CD. 

Allerasmw!^ the Sohsios Software create a itel. .^mom CI^^.'wMeh eoBMto 
Che media iB&osmti^E flies, such m the WIS Mid the IJCIX) %ith.;ri^i^:.afi4 
4lstdfe*to it* tfae fC mKl^Me area of the CP, fa a dual aeadon CD 

tt tal f tmdMoMl aiilo Sfe muM h^pmmxtmd m tfea ^Mo Beckon of the €13, 

allowix^: the CD to be j&ay^ #1 com^etitldMl CD pkyers. If th& ilteg are loaded M <v 
device on wkieh the Sekll^ Software t$. i&staiiM ? M»ev^ tfee iles would reepire 
Kcetiiag, 

FIS I wws a flow diagram of m Mlmtmrn® process 9(M Mr p^r^mmg m 
2B pms-^kmg Mmmhnmn,. "Imftaliu T;iser2 receiver a medi a file from t&erl 905). 
t!«j^^ (step 910). U 

mmmmm with tits payment pri^esamg* the mlm mMmMmk wMh the media 

.file: an? eKaiiife^d (ste|lf 15). IMre&amsm^ ots a us^r devfee, at 

a mitral server ee at a^oSier loeaiioa* Us^r 1 is tkesi credited with a eoMMksimi m an 
:a$". amount Reified fey fc b sa&ess rales (step 920); The eot^kMoB Mmy be eredlted 
to a BHe»-papBeat aeeouxit managed fey a omtrBl ser^r, pay fe^ eredited to tfeerl lor 
t&g mite pwqlisses 0f media file lice^es, or may fee deported te -Vs&ih hmm 

SiibseqtietTl% Oaer3 tec-eives a media file fern I&erS (step User3 
. 30 pirehases a Eee&se fe li^ Media file r&ee^^ (ata|> fS0) y M mmmmm 

with S$e payment pr^cesskg, the busmen rules associated with the media life are 
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&0nMmM^$Mmm5^ Tlwri mi Us«r2 are ikm m^iMw& & cmmmim. m 
m mtmmt speeMed fey tie tomess rales ($t^'.$40). AccoMisglK Moltlgfe tey^ls of 
paymesis may M made for M^MbiMas^^rxmM&fiM, 

M BmM m^mm^M&mwi, fee eeattalserwr orbits ana tracfes all aeepuMs 

s jj®m. wrpAsg' asivjt^jB^oli life &sa*mgs aeeotmi .AMmmB&fafatem <zm 
msk and « theft %m$$- either m p&ymmi Ibr addihosftl maaft m M ft wfihteafta! to 
be txp^fe»d as mo&eiary fimdsWia eleetmifie tedi feeler fBFT) or another 
amable mofeoft TMs applies to all parties feat patfieipate in fee reveaue ®smm 
feeJmmtg m&m, rmmms.Mmihmms, and conimtmmmg^ mch m mm& 

w mmpmm pmmm> «^ ^*tB^<&m&& of payment ®m amount 
Of !*e $m**& to each Iwelis #tafeli« bathe elation of fee lIFID by the Mder 
of fee owramp -fattest fife CuMatlyfee oepyrigM W^orjwfefisl#) ^ «W| 
dspoEdfeg: os feisiMM rules. 

H0 ilHs&fio^ The 
u w^mmm^m wife a i«» . of * media fifefe tewr^pa(^ t(W$}. Bernese 

Mm may fee pfi^^^ or pubisfeer of fe« Bieslla fife, S» business 
mfes may k«e p^ ifciQR ^M:felbrpst|on refefiisg to Mate <<m use 
snd eopftog of fee media file. A DFID is g^mMm.®* media fife (steo 1015). 

so the mm -mt tetpomte #feta#i«s$ mtm md/m may we ss afoto to 
feisloess Mies thai are stored fe the eeMm? database; Generally, fee Of ID ft 
assoclafei wife a particular work {e.g„ a s# edfic reeordfttg by & specific arhsft} 
tegatdkas of wke&er a s|>ee|fio copy of fee work is wrapped or -mmsflpsd, 
A£Mtito$& when file ideaftteafem fechmqaes are used to idemily a media file, a 

2S recofpftedme&a file will toe a pathomar OFfD feat coisespojiis to fee media fife. 
A wrapper feat fecorporates fee UFiD Is Chen applied to the media fife (step 1020), 
The wraopor gemsraOy includes an soeryphoix of fee metafile, ?«6i# airaoas 
ofey remote fee wrapper wife s license to fee naedia fife ftltagh fee SofetfeB 
Software May generally predede mo^feg files wifeoaifee wrapper, Iters may be 

M sttaatftas hi wMoM a ife may he mo^ed wifeofe fee wrapper, soefe as if aasetMsos a 
srarfe&ifi m& €i> ami the ooment of m CD isf&ep^ ify&e& aaote 
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e#Bipi5 t fer> & ftm- mmt feat iiefe is moved Mfcom fee wra^a^ ramgniion 

bmkmm mlm mtm tmit$M 4^Mmm, 

tiwdmMh^tmhmqum %M. h&lm^rnmmd m digital ^cte^ie cli^ptr^, 

tter^ot %|>amt^ Br carrying : <m^^J^0m. ea&be imptefflfed in a software 

6to rage da^fee Jbr ax wutEoxx by a pmgtmmmafefe pm^ssor; a^d pi^-e^ 
^fee:|s«#^ed fey •& pmMxMmabi^ pmmssm m^Mitm & |>Mgmm of msfei>4tib^ &> 
io p^rixmm.ifee described: Imstlo&s by operating 0a feput dafe mtd gmzmihig output 
Tim m^Mmqwn-tm bo miploBeM^ advatatag^di?^ m ofee or te« software 
pmgmns feat «e aKaeut^le o& a^iTaiiima^fe iBcfedHig at ka#f cpe 

tma#0Bt 4ala. M msMictioBs to, a data stom§£ system, at lm$t ope i&pi deyioe, md 
15 at I^ast &im cmtp^t d^ee, Eaefe software pro^^ : caa.'fee' :fe^i^^M^4.sE.a: Mg^4ev^i 
pmssfeal or o^a^OBaBtM |m>g^mMfiig laagB^ge, fe a^^mbly or macMBe 
i^gaap If d^lr^ m My e^i^lais^^ a M|8tf*^ 

Smtahle 01^4^0^ m#aa^ v fev w Of exaifepl^ bofe ^eral Mil 
20 psqptiBG mwmprocmwm Gm$mth% $,p?mmm milmmim hmtm^mmrnddm 

.{&g> s a digital signal reeewed tte>ogh a network eaimeeticml , GmetMI yv a eoinpit^ 
will "iadudfe om^-msm. -m^m-^tm^. il^vk^ -for data Stes; de#ee$ 
iBolacte ssSgfsftge dkfc% stofe as mttoal is^3 . ^db a^d dsfe, ma^to^ 

-tq^^^^^m^- p0p$ dmk$. $tmm dmm mmm^mm^^mm^^m 

m&wmm m^wa imttmtmm and data indMe all f^tms::0#0OE^l^k mOTory, 
mphidiBg. by way of ^a^l^.^iicdB&qtor mein^ d^^^^^ BEiOM: 

progmm^afete rsacl-only me^or^, and Basb mcHiory dewc^; dl$^ s^di as 

30 ii3t«ma! 'har^ disfes m& m ia©vaW^- disks; ma^^to-optioa! disks; mid CD4i0M 

3$ 



Any of ife Ibragaiug; be ao^p to^Emd iiioc^^ ASICs C^^l^atioi>- 

fe m& ^m^km mm* «^ m 

or ot&^yi^ ddiv^t te Sha isssr m&y wtt tee a local stemfges me4i^ 01 mm®sy 
5 thai i$. c&p&lik ®£m mMmmt m mm &e Sofesm M$dA}r the local IteiM 
iatal>ase> fix ^iksli a oase, &a file may lie sfes^^ mmly mm& 

Software is p% and tfem tmt coDtroi a^sps totlfe ffl%in^# la&m xmmmky, 

Ti> p£0ti<te iter itit^raofaoii with % xsser* Ite t^oiiBiip^ bo iH^i^EOTlssd o&,& 

scpse$ fa dl^layfeg iB|bmiaiiot5 to - wm m$ a ■ksqfoomi m& & pmntmg 
&mim$mk. m&m&tmm& tmkb&llhy wM^hiimxmf mx^ptmiM mpni to ifie. 
y ecrapafer syste m a system wMoh it^Uteu^-^ pmmM i^m^vmvmm, 
qpaMb or <fc mm^s mm m a ^^!is^-mimi^ s^tem, Tim mmpmm 
sptem cm ferp^pm^ wMdi 
compute prdgrspis irte&ci with usars. mxch mvmm itipM 

md output, it is mt ^ ^WMt to toe a visual dismay to Ixnplai^em the feorifeed 

A aianfeer "of ' : m^!^eatd:io3SS:;hav$ hmn 3mmhm« MmmiMkm, it will be 
midmmmi thM v^ioM M6tlicMk>m may be made, For ^Mnj>fe ¥ the step m ihe 
p;omm^%^MMMm H<iS. I and 3-10 may be ttatrmged: ass^csr- '©ibrfesfeL: sri^ss.iaiay' 

25 claims. 



Wlf IS CLAIMED lit 

i< A method fei masmgmg digital ng&is, tlia meiwl ok»fem# by: 
lofeotmg & dais lie on a d^fic^ w!ierelp v ii:^ : #t4vife ; feo IikI^- a digital 
5 wmpfer pre^B'&g. &0€^sa.::te fife without, m ¥alM am&oiiEaicm; 

Mrii^ltitig- :&t MiljrmMimi t ^la^Bg I0 m milMrlmiaB to access lie daM ik i^s&g 
data stored Jb # ner^voladte §3^§^ 

dl^&Img fe digital wrappw itm mMmmmmm. to mmm ^m data file N tbisad 

1 0 ;2, Tfee .method of claim 1 wl»afe data life campia^ fife. 

3 ., Tfa^ jx^hod of claim 1 or 2 whersin tfea seprah ^ 
to aiitlioii^iikviv 10 access fh& date :.fil^-'i^:\ipcs^ias^ied a feme dat#me ^ fee 
'lesser d^toe* 

4i aetliod of elaim 3 whensm the liemse dai&hs&e is located in fee 

1$ BD^-w>Mt|ie &t£*rsgs ares of I&0 u&p^ \$sv&«v 

l%s iiietliod of claim 4 wteei t^ m^^l^^tot^fe: a£&a of fee 
^set domp comptie^ a hMp^P^ti^ipixt^i^ (BIOS). 

i, Ba xtitiSmd of any of ol&tas wherdn to data stored, in mm- 
wladle stos&ge #ea of the uscqr device iiictete a iooaltoti of tte dMafeasa, 

20 7, The method of.My of cMsbs S-S ^^ein fee di&a sio^d -in bo^- 

TOlatik slomgt? of Bsor device pqfefe m ^eesa Icoy for feo lioe&se database, 
wsfe fee ^oess key fcoing Beces^^ to aeoess iio^nso database. 

8; Ths s«feoa of iw of eMms 3-7 wfeereinfte lie«^e d&l&fe^^ 
«. acaeas fey for tie data §L% wife fte aoeea^ fey foemg Boc^asary to dia&fele ise 
25 wrapper 

9* The metl^m of a&y of fee pi^oe^iig clakm wte^lti. tfe& mwfe for 
iniormaneB ^ladng to asi aMlmrieaiioB to - Acce^ fee dam £fc is doEdiKstod k s Boense 
fease agigd&ied with a remote server. 



40 



10, Tlie B^feod: of claim 9 wMrek the sear#i fer Mommtea relatmg to 
m^y^ws^m to aosiss. tie dak file k eOT&cled m Wmm database mopmtM 
with t&0: mi^. server i& T^ponse to a iiet^^matio^ ifeat a local datafeaa^ tfeo 
d^^.;.dc^^ as ^ii^M^aioo £0 ■■mmm$&&foL Sis, 

S 11 , Tits? tnsfeod of i$mm 9 or 10 feifer eMm€tarC^:^y.smd&f' 

id^ilflcMian lata for fe§ » iSferyi^e ^ t& ■■^'m0^-^^;i wkmmm ^MmmMm&m 
data is M^|3&?(l Id allow tlte-ceiitral server to YaHdate us^r <le^ioe> 

12, The mothod of daim 11 wfe^te tbo id^llSaaiioii. 4am fetedes a 
digital fey ass^datel wife M le« oiie of; 

i§ tlw m$£ device; mad 

a "tasssar assot^iuM with fe liset de^ee. 

13, T&e mefeod of aay of fee p^cediitg claims Ml%f cha^of ^rfe^d fey; 
offering &r : pi^ofoa^o. :a&. aalliati^oii. to -&&@$s»- fee data file; 

t^omag ae^t^aoe of &e offis: to pi^o&ase; and 
is dbafeltBg the digital wr^per in rospome to fee aeaepta^oe of the offer, 

14 %M#?i s>f claim 13 futfier ^^act^i^l byi 
smdfeg the «ep»e of H10 offer to a septal server; 
r^mvkg : a message Horn tte eentm! serwiis respOTs^ to ih&mmpimm of 
o£fe* w1»rom data ioatafeied iti the mesiMge is osad %> disabte tlm digital wrappet> 

m 1 5 s TM metii0cl of olaki 14 fyr&er fc&atae^mi by s^drng; ifetifi^ation 

4yB.fe:fe^^r d$Yfee tc^te ^tor^ adapted 

to allow fee oesiral validate $Ii.e wr few. 

Ki The method of oMpIS w : temte f^&§cM» <Ma indoles a 
digital key assodatod wife at fcast o^e of aser d^Ice and a assr ass^toM imi 
25 theoser device 

l^ig f^ » « tie data file 031 fee user dtokfe 

IS, l^mefe^ of any of fee p^eefeBg elaims fetlfe^ db^acteri^ed by 
topBi aoooM to fe^ data IB if m a^oB^ioa to aocsss tie fite m mi fem*t 
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mm m^mmm ifm&mrto pmim&mmimM^^ to &mmm6m m* m 

1% Tito mefiod of say of the preceding claims wherein se^diMg M 
kxBmm&m relating to mmfammtim to access Ch© data Ife ^ossptis^ determining 
5 whether the user device inotodes software &>r mmblm$ &e €%itol "vmpgtet, \#tkthe 
mmmmmm bemg mm mw$ mm>mte immm&m stored in wtsfper. 

detecting a data file on a user device, |he Ms^md &rnmimm$ fey: 
Itto dMs file using a file rccopiti<m algor&itn; 
so mmMsz fmmfotm^km riw to an sytht^za&on to aeeess the data Sic « 
4m stored :% a rso^olatlle storage area of die umt 4&nm and 

sltowtog access to the m* m if pt. : Mth^ti@u to :mmm^umk tad : 
ditntogihe mmch* 

1:1.. B§«W (Mm m mmmmm xemm&^ ^ontfcn 
is comprises & digital Itngsrerhiting detection, tectoiqne--. 

22. t'he medial of claim 20 or 21 wherein tie data Ilk copses a media 

Me, 

23. The method # any of eia&na 20-22 wfctofe the mW&Mmxmz&m 
rstotiag to an as&orlMhon to aeeess the data fife is connoted fe a lic^e daiafease on 

24 71\e me&od of of claims 
volatile storage acea df tfee bscx device idesti&a a location of the license database in. a 
volatile &mag$ a^es of ^ nsp- devios. 

2-5. m metnod of any of claims 20-24 wherein the search fer kfesnMkm 
25 Mating to an atohorkation. lo accsas die data file is eoBdoeted i sx a license dMafmse 

M, The tm^i^imj of^mm-W^^^: chm$mm& W- 

oflermg for pwdsase aa antionK^ion to secess fe data tie; 

reoeivtog an acceptance of the offer to pstermsej and 

M aOowiag acoess to fie data Hie in response to the acee^anee of tlie oife 
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r^fetmg to M access tli#dita iima i^^^tm,tieti« 4&vie$ m 

xmpmm to fee a^ofto^ of ths Differ topirfias^, 

28; The metfel of&rp of ekmis fete ^s«^p^ fey ipifiii M 
5 digital mapper te> tlmd&t^^ wife lfe Meimled 

fe«vteg« 4ala file on a user de«ce> wte« d;at& €!e melt^fcs & «SgiM 
w wmffprn kmMiim fedbmatitm relating to M le« etie di^bi^x>r ©files data 
me&vhsg & rmpmi^pmcbm» dght io access &e d&£a file; 

Hie imfematlofs re; latltig to at least one 4lstpb»t«r from tlm dipial 

all«atmg: ^mlte: te :%e at feast one diatrtbutor based <m trailed ml^miatioB, 

is 30. T&s msf&d of okim 2@ w&orem fee digital wi^pp^ i&ifeer Biekdes 

iBibmrnfe^ relatmg to ap ^igsM allosatios pBt^te^i of 

sighm to teteie> 

3 1 , Ilie m^feod csf date 30 wfesm the mtraofad; &ftoao<m ^mspmm- % 
^^mm^^m^i^ %mm^A^M^m eharaetoM fef ^M^YiBgat least o^e offee 

32, The method of claim 3 1 \*Mpm® tfee ^£^v^ 
fern a central database I^oatM rOTot^ly fern the user d##oe, 

33, The mefeod of any of ol^i^ 2#-32 3ttftsr <ii^aet^i^l fey smdmg 
35 the. ■t0c^^'^' < pw^iim. to a ceiitrd'servw m& Mxmng the aI!oes:&n of swdfe in a 

datetee ^soei^d wife t^ g^r?^. 

34 A methot for sltoe&feg pm^ds m mmmmm wmk a dlstritetioB of 
digfel rigbts, fee metbo<i 0dEipming ifetlfyiBg: ai^r ^er det?^ fee mefeod 

rsee^fei $ data g& 00 fee user dewce, wtimaa i$m 4m ife mclufe a digital 
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wrai^er ^ cnite w tmm. $$&ni&m of fee dto : : 0B5,.«s4 

modify tote idmMcaMps.- 

of the usef* w&srdfe s d^feetib^ oftfee -date iWwife &e modifi ed #§ilal wrap|ser 
esisWes so ?ii.i00^ti0t^ oC credit to toe us^u 

I S> Tte me&M of to 
jsmmt acees* to fee data lie without a valia^atfeoris&ta, 

34 T&e iBefeod of clams 34 or 33 SMte clipaotenEed by* 
skiing fee data fife with te modified digiMlw^i^Tvto a d^ioe assodat^ with 

«#¥kg a i^p^t: to. p^ii« a&q^s to llo from itooBMgi d^iee; 

aid 

dp^%g iiso digital wr^et mi the ooosumet device £o 

37, TMimAod of etafei 36 ftirte cfasmetM^ec! by prsdit for 

%^ m>tmmm^pmmmm mzmgtk&m&m mom dlBtikitorg. 

38 > Ihe method 0im%y of el&te 34-37 wIimoIb fee m^m0m relBiog #. 
tfe ideriifeMio^ of te ; i^er . e^Bpns^$. a ; : unlquo. mm iiesille^Albt te mor, witib tte 
torque B^ld^ifior 'mjsagp&d by a eontM s^rve^ 

3# \ The msthoct of any of elate 34-38 wfeardB tte date ik.ooaipme^ a 
media filfe 

46, A method for &dlllatmg diglM iigiitS.Bi^mgmmtOE a oser device, 
fee method eompnsmg: 

eolk^fegM user device ttam fcmer iemee* wife the 

iu&m^ikm reteimg to i&fe-si^ idenMfcafioo 4a:ta fer t&e tiser 

de^oe, tlM mefe« by: 

ge^xemlmg m digital key mfeig.te iBibm^Mioii; 

storing the digital key; 

eue^ypiogi^ digital fefey;- 

seodiog ^e^ted lay to the -m^'4mim.^$^m^ oa the i*sor debtee; 
i^eMng, St>m tfe i^et dowee, the ^ioijpted MS. mlMii^ to the 



a§^de¥ld&; and 

wiMa&ig user 4e\#e usiiig; ii Umi two of the reoofeed #Ei.cr>pe# ,k&g fee 
ri^ehM fe&rxnatii^ giid tfae stored: 4lgW fe^ 

41 , Tne methoi of eMs& 40 fefiher cliamct^nzad fey ^OectiBg 
Mmtficmlcm to a of tfse iper d^ioe, wha»fe ^ digital fosy 

is gmar^d tMi^g the idsBSI!c^tion kfemmto. MalMg i*> &a Bsar, 

42> The Method sl&tia 40 or 41 wterefe tie eolfcoied m&ttmtl^: m 
colfected k& «oorfe^ stored m tM iysor #yioo, 

43.,.. The roefeod of of elak!^ 40-42 wteeis fie-:, digital tey k generated 
fey mil slmml »a. een|m| s« 

44, lie roethoi t>f My#eiak»a 40*43 Mse^k y&lldalmg the o^r de^k*? 




tingle m& 
mrnprntim tfc£ ^i^pted $isg$ to the stored digital koy; 

45 > Tile Method #f my of ekims 40-44 wfe^n ^Malfeg ffie uaerdev^ 
gonemtiBg ^ cMglM key ^smg tl^ rolling to fee fe&vw; 



0OTXip^t>g aiedigitaifeyto t&# storod digital tey 

46, TM melted of a&y of diMms 40-45 fc&er ohm^te^^ fey 
&uffaork^ licjpDgfe datafcase m fmpmm m v^lidatiag t&a tfeer fetes. 

4?> mothod of My of okim 4CMI6 : fiwE^ diamc^^oi by a^temmi 

aoa«. IO: a. digital M$ m i^gm^M 9^M^ng^ mm imim^ 

4|, Tbs m^Qmd of arry of oialm 40-4? wte^a 
d&l& -w ^m:amM from a Bo^-volaiie storage area of ih« t^er doviee, 

49< A M^tfcod f#f imMagiiig. digital rigb% f&& ModKxl clMraot^M: hp 
mxmiimmg- m of a u$b? #vifee : $$t a%m|^d t^Msi%p; 

dateelfeg m aftattxptto t&tisf&r & data file tixtt>i^ 
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tppljiiig a digital wmpp^r to ffee 4ma fife befem ailo^^feg &e alte^ 
whsf^ln fee dlgfe! wsa^pet is ^apt&d to pire^mt access to te iate ife< 

§C The method -af <Mmi 49 mbmm^ die data Sie mtx®g$m& m. m$LU ; file 

St tits method of claim 4S or M fer&sr f$m&&e&2®& hy Mmm^m§%m 
5 dpi. Sfe ? wli ^relE tha (flglta! w^fpgr k appliM fee Meiitlty of ilia dMa fife. 

52* TKs method &f 'aasy of ^ck&os 49-5 1 whmm tbe digital wrspf>£f is 
spiffed B%xt on ths jdantiiy of fte data life maMil^g ^s. 

53 , Tl\e method of clasim 51 or 52 wbei^in idai?€6mg tte dala fife 
•to oDi^pdses &g£ tig a lite reaopxi tbo Mgorftte. 

54, metfeod o £ of olaims 0* S3 whmm thp di stal w^app^r 
of audits aa^o0kt§il Willi pwsli^s of 0e dam 

15 id^allfymg a difiial fO^ m « ftsi *#sr d^vfca, w&eM;a th& digital Sis is msfej eet to 
a license m a^eosiai^ user dew^; 

i^ossi vlBg a request ts> f ftedigiM fife ikmv tfee fet de^c$ i® a . s^oo^d 

•obtmm^'M&im^i^li- aa^oaiai^d witte tfee sasossd user $$vte> meliidi^g amqi^ 
so Maiitiiio^tioii data fm ihm mmm wm imkm 

o^pyfeg t!m digital ffle &otn tfae &i i*s0t d^les to the ^eMid Met dwice;. 
starteg data .-ml fh^ §rsi M€r toi^ wfes^m the data. Menliiw the e^pM digital 
fife i;tol^.^#@:^fe^ft.ft's^ deviks& 

25 mmi &*ta OB t&s fet user dmdce wife, a oantrM dalafease. 

51. method of claim 55 or 56 JSrfec oha^teife^i. by deteimkiimg tliat 

f *e f appealed crying of th© digftM file is aiitli^^ed based on tte KomBe iM%miatte> 

56. tfeg meifeod of of elaim J5-S7 wi^^ Is 
coBtai^ed '% a digital wrapper fe ttse digital file. 
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5$, The nimhixt of of&Mtm 5 fertlsar cf i&rso teri v^ad h v storing tfe 
timm Mfama&m.foe fee digital file on fersseoad user timim, 

6te A method for managing ript% &e m«« #wteM by: 
iderte%teg a mM® lite fer festeoatfeto 
$ idefesipsf mmm m^m^mmmmd wife fee mMf & file, wfierete fee arsons rates 
M(jMde?MbmMo» j^Msb$ to osage tegMs m& m&g@ fees; 

appiymg a digital wrapper to fee media file, wife fee digital wrapper feetedteg 
meMtottes date lor fee m«dm«e as<* dmmsdim to fee aoeess rules, wtofe fee 
digital wmpper te lapsed to prevent misafeorM aooess to fee media ite. 

I S: 61 . Tte meteod ofelsmi 60 wiietefe fee digital tapper is adapted to be 

disabled fer tsse of tee media file by aaserfeat&as aiteemjeto assess fee Bsedk film 

62. m msioiofoym. 60 or 61 wtefefee digital wrapper totfeer 
metedea fefermafioo relating to at least ess disfebuter of fee roedia lite, 

43., A method f^ im8»^»g %ltairf^^ fee mefeod <Mm®mm& by: 
if mmim a mv&k file wife Iteemdag Infemtattea; 

ioelfeag the media file using a digital -wrapper to present asate&raed aeeess; 
loadfeg fee wrapped: medi a fi le otoe stxvm drnw®, 
Ib^S^ ^P^^s m ttmw^d&^m t& mumMiig of media Bm s 
wherein fee tesfeuoiious profede for idefei^g fee media file amis®dteg a message, 
20 te aoeoxdaisee -wife fee lie^^i2i^tmaioMem»<l^: fe fee file, to a remote 
server to o%tafe a Iteewse to use fee feedia tie; 

teceivfeg a iteeoso to asooss fee inedia file from tee remote server; s*fe 
aitewfeg aeeess to fee media lite on tee user deviee esteg fee hcesse. 

64, The method of elteiM 63 ifeteer is*am*aiE^%::8bi3^ fee Iteease to 
p. mmm fee media file eo fee user device. 

m, lie method of claim 63 or 64 whereto fee Ifcem^ feetodes data fer 
uus.oc&,u>g ujs« msm& mP> 

46. A^tomi^ 
a eorto-allzed database adapted to store identifiers fer a pl«ralttv of digital files arte 
a^anied tn ^or^ ^er Bcen^s to ua^ the dtdM ifes; 
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M msmmmd mwm op^mhle to i^eeim s ornate 

devk% with eaofa i^feeit^ i^^^ge meMlag a tis^- M^MMdr &r a usar 
y.»tifioatlo^. M^pmi%B fer a digital ^feem jj^Spis ■fiaSaseS: 

ope^^^ $&t& Immxm to ase tfee digital file, io store 

s mfems .^k?:a MsoMatmg the S$#ls& to me.:tfce illg|fal, file wife fee i^er. sbcl to se&a 
lle^^ Urn digital file to fee remote demc^ .aM 

w&er^m the Hc^lMg MMrfcm is adapted to eB&bk f&& remote dwios io allow 
jm digital Hfc hy &m mm> 

m< rut mtm tt&^m-im^ m ciyi^wi lit 

one or more digital keys to validate an identity of at least ; one of ilse reMole debtee 

®pmm® i^ mmbm &mm~®pmM dam fem remote fe w is vaiM&ikg 
■15 &^^0tecl™e. 

Sf ; The systoni of any of claims M-iS w&er^m tke remote device 
eMpto a server adapted to suppost;s^airimg: o£ di|pi&I fife to a : §» device 

7(h IM ^mm of any of oiaims -whm^^mMM imkm Mmm 

71, His s$mm of any of claims 66-68 wte^B te «miote fede© 
oompnssss: a user o^vfcs associated with tl» «ser, 

?2v The system of date: it whmtm tte osntra!k«4 sewer is isrte 
■Mss&M to mm® iiiibteafcimKS ite user 4mm, |6M^ a digital sssaoiMM 
2S wigi M tat o«® of the oser ani the user 4e^es ? md $^ m^mUr^ m ^t: 
4mim, with the digital My being adapfelfe oasbfe assess to at least one of fee 
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7% yte-mm of any of elfins 5S^?2 wM* fee lOTmg »nBMte 
'issms^m M&ptad for.wi® dissfelfesgs digital wapf er applM to 3E» «%ital 

&mmim§; & file *m wi €^^^:;^l^r^:. ; &0:d^ lie i^iife a <%imi 
"qrai^ a mfmrnMrn; 

se&rdbi&alor intomiM^mmU^^ to an amhomaMoB to aecsess tte tla&i Stv« 
dais steed 'm a son- volatile storage tea of fee user 4&mm; arid 

$&tMm»- th% &w%m whto If as* mikm%mion m aeeess fee <kta. fee Is fetssfe 

IS . The artfeis of claim 74 wfeerei» fee data mxmd m fee iKm- wlaMfe 
stersge tea CQ®$mm,% fegfed key fer aeeesafeg a lieenM $s®fomem tife.vum 
dfedm 

76. The afeele feelafei 74 m*B -wimmt fee dfea stored m^mn^MM 
storage area comprifea I^atid^if|f0tiai^<^;i3r fee Eoeast fetafeam 

77. The afeele of my of ekkas 74-76 wherein fee aafeoriasrim to aeeesss 
fee data lie m^tim a feglM key Mt MmWMg fee digital wrapper* mid 

fee distal wrapper is pdtaed «sfeg fee fegiM feey 

n, Tbeamefe of my of claims 74-7? wfasrefe fee mafeHi^asaoIe 
Mefetei stores festtssti osxs fer causing ose or aiore pjx>eessors to petfersii fdrfeer 
operations comp-isfegMomtorfeg a He -isgm. system fox fee sser fefece> wlierafe 
deteeimg fee feda fee ®x fee user de-vice is perlfemed as a res*fe femomtofejg fee Sle 



8Ct The artfeie of &n$ f of claims 74-79 wfeerem the maolilBe^adable 
BMdlaiB stares -mslp^s^ easing 0110 m xn0&-pmmmoM t0. perform iwtlier 
5 epemtfcms :cot0ptisk%-^?Ms|;-a Ripest m&88&g& to. .a r^ote server r^qiie^feg a& 
aMmlMtloB to m^m- tso pie if an a^oripii^m to adeems the data .tie is mi 

SI, Tho artide of ot&bm 8@ wli^in tho r^iisM B^essag^ somprfees a 
i^ci wst to p^ro&&se m : a^ttematio^. to . mmm fee data file* 

0 82. Ths? article of claim SO ^¥&erem tho mMM^e^a<lsb!e 

mstrucllDm fer oa^k% me- or more .pro-o^^ to .p^rfbm*. ferf&er ops^orm 

t^eivfeg. a res^ome messs&gem respo^so to ifte ^ the 
T^omfe.Bt^^ge kielB&s mi m&ob^osv 10 access t&e iataiil^ ; a&si 
U isaSn|fb piig the auihorimtioi) to access tlte lata file 

boludml wife the 

83; Tke arik& of any of 74-82 wfeotoixi i&o mas^Be-r^ai^ble 
mrfim stores mstmotloiia for oa^smg one mmmv pmmm® m pmf^m lumber 
operati^m ooroprlslng: 
2D prof idmgv to a ^oraf'feeru^er device #1 oiSfer to f^efcase aft aHfec^^^lcm to 
«^ tfeo Hie If M a^ihomMo^ to acoess- tfeei da^ 

rosel vmg an acoepta^oe of the ofer to pmdiase; ani 

siormg m m^^km of the acoaptM^e of fee offer to prir#mso> 

25 84, Tie arttelo of claim 83 wberdn tfae maolB»-r^adBbk medium Btoros 

inMmetlons for o&ui&^ perlbrm ferii^r cf>^atfeM 

^o^prigmg soEdiog &o mdioaltOB: of fee aoc^ptanoe of tfco offer % to a 

II A& ariiele eamprid^g api^e^ 



WO 



« data fife m a i?&&r d^tc&; 
idaitlxs4iig ife* Ste usMg a file ieeopt|tion j%3oi$£h&; : 
seto&mg'^ t% <tes fife x&i&g 

data ^oi^d a mm^ol^^ ^t^^ assa of tin? d^vfe md 
5 allw ? kg access to tfoe data file if m mithoxmimn m mmmih^4m^ ^M mm& 

8 6 , Tim itriiefc of claim 85 wfe^m fee macte^-^iafele g&dssm stees 

®& k^i symm of &e utar deyiee, dfcfesg the Safe 

is il^ | result qfthe momt0m^ 

§1 Tfes article tot iMszm. S5 or 86 ^#erem tfee data ^fe^i fe lfe:'^-v6Mae 
^OTage ^tm^^^^ a digital hm iar ■&&®8m®g a feme -damage, m. tfee » 

88. TM ariick of at^ of ^ m if* » 

i^#^g|B&^ &Mf0&mmp®$:WP®^ # i data fik, witfe 

^m^^d JbfeM^ioE jm>l«d^ of dMa fiiej 

M jsse^viftg a racp^t to pmtilm®- m mthonm^on to ^eess tie; dMa fik? 

id^tifwng .at teasst one disfelfeufe^ #f fee dam fife biased « t&e- ^^tM 
itrixmB^tk>ii; ami 

alfeefeg cradle to IdOTtified distdfe^tors m wife & |>t^eifeM 

.2§ §0, the arfefe of -elm S9 wl«dB IM Mfeact^cl in$b^afim meMes m. 

Bmtitler.mmmmi mih eadh M BmMsi iisttlteute, 

91, im astlok of alaim m or « wtefe ^teaimg ^^^ fe l^itei^ 
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tfgrckig a datm fife m a mm- dmim, whmmn the data file lijdufe a digital wappor 
mel^^ tff data Ste 

itolil^ing a user tte Bs^ ^vk^;. 

modli^teg tlia wrapper to Ib^^ tfe& id^iMfealofe 

5 afte^g whes^m a d^c^oB d&te file with the -ttiodsfifed #giml wra^er 
a& ^c&^qr of c^ltte la« 

MmmMm mMmgio m a$^gne4. allocate of orMit for tfeet^r< 

f4 ... the axtiole of clssajf 92 or 93 wberem fediglpl wxapp^r Is operaKb to 
io %n*m mmm m fee drta ffi^^ to iwie data life. 

or mom fwcmfrm to p^bm: opmiioBs ^ipnsmg> 
pwfcgippi^«^ device tes tho use* fartev/f&fo'fa 

15 ga^atbg a digital ke^ imug the recd^i fefer^Mkm; 
^ori^ 

^amg tfeo ^^M tefto the tiser ctevloe storage an;: tlm ^sex fek^ 
wm| Som ft* user fefc ^^m^'^ M&cmm0£ Mkmmmm 

4g$$mm ai^rtis^ ^ar device; ami 

wIMatr^ fee » <te¥lce t^mg at « im> of tfae reoeM »f pt^d jeesj* the 
eolfeetod Mfemiafe% uAftenanA digital feey. 

S6> T&e article q£ cMpi $5 whst^ist the ma^Mi^^atl^He m^diiim stm^s 

eampn^mg: 

i«^^f-fii^-iite-u^4ev^ amppt Ibran aatfel^on to $oc#s a data file; 

mid 

ss«feg dala Eie m mmmrnk to r^^rngm^t 
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SI* Ilmmti®^ the? mt^ypt^k^. md i be i^ieeteS 

9tv 'Hie article of eMm 90 rnBlw^ nw4mm. 

s €O0Xftkm;g: #Ddiig : mi: iMfcatlon of %® m$M$xm^km to awsfc data & % 
t^sp^m^ to v&tidafeg fee user dw*ee> 

99 , The article of any of clams wh^fe Hie wl 
tBMi« stores lmlructi<>os for «m| «or mow p^ees^rs to p 
ops^sif ons oompnsmg; 
10: ;reoeMog a unique Me^fe for a: user MS00mt^d : wlfe tte ^aef device; stm! 
ge^raltng:; fee digital toy fisrtfeef \mtt$ the ixmque idmtifi&r for the user. 

ICMX An milch mmpnmxg &.mm^^ strong instruction 

.fa mu^mg one dr:^ to perform opermiom ooxnpiislng> 

mai#oriBtV« i^ut%B%ut:Syst^a of% iss^fe 
15 det^oimg im attoijp So fesn^fer a te file itoiigk f be feput/biitput s^tom; 

;^lwig & digital wrapper to the data file fe^fore aMowmg thfe Mfetr^ted fe^f% 
wk^Isife xmmi&origed ao^ss to data life 

1 61 , Tke ailiek : pi" elaim • .MX> wii^l^. tbe B3ae^feo>€^ial?l^ x&edmm stores 
;a# eompmiug ktetif^ng tSe dMa fiW, m heing mbpxl to pK>teetKm fern iimmfeoti^l 

1Q2. TM ^rtiole of slaMl MI wtoera^ 
sdbjeot to prmsetioB from tm^tiamod oopjing 
data iilem e database Mored $& fee i3sor cio¥fc^> 

25 103, The arlisle of cMm .1.01 m MS wtereiB idoBtHyixig fee data file as 

feeing sisbj^a- to pmteotion fjt&m ^aiitlion^d ec^yi^g tetedes: 

soodmg aCT^mge ineiudmg %^^^m\^/MmM^§ tlie iate file to a Ps?mole 



seeai^g a r^spoase to the message iBdieadiig that the d^ta fife Is Mbjaot to 
protec<do^ fern aBa^&omecl eoj^ying, 
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Mt miming m® m m&m ptoossssts ta ^t&ttB:^^^ 

i«&iBg a digital Ste on * Hot w mm wIm tke mpM m % eufefeet to 

5 ^cOTg a tommm #g&|t Mm m fmimmimm to a. second 

oblai^mg itMBtmati<m assod&tscl wife i&fe ^cond m»-4&^k^ kekdmguTiipa 

^opyiBg digital Ik ftoin tte fest mm* dmk® to :iie^oni user/d^^? 

105, The ^feleof cM«p M m^m^^m^^^mmmm 
kmmMmm M mmtmmm or more pcoeessors to pertat fmtaer operations 
e«p|srls|Bg contain feat ooppag of fee digital file to the second tern device k 
is pemi^ifes m awordssee witfe the license feiOTMioa, 

im 1$$ attfde of ekim m or WS wfeerefe ^i^jag the jecp^ito eopy 

&e Mmmm mmmm tm^m m mmm* mmm mmmmm^ 

through a m« tmipM wymm of fee fest ussr teiee, 

107, T&e anicle of airy of claims t:044p wlKsrsm m madiiBe-i^atjfe 
m : atsaSsum uteres lasimctloBS lor eaitsirig oaeor more pxwomm to perlbms. furfeor 
©j*eratio»s eommisfeg setMtMg m data to a rsm^te server; 

»8, Ab ar&te Gompnsmg a mafce-re&daMe ttpdiam ^rfeg festmo&ms 

mm&0% * ■■■a*e4ia file; 
m Memifyiag mm rates associated wife the roadla m,whmdn^mmm rules 
Ix^iB^xmmmtmmm Bsage righte a»d u^ge fees; 

applying a diglM wrsiper te- i&e media file, wife die digital wrapper fecfedmg 
idstfe&sfem to lortlie media Sle md data rdafeg to i^i»&ess i^i^mm^ 
digital wra^p«c is adapted to prevste ima^rk«d aeoess to the raedla fife, 
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W9> Ths BrtM& M claim 108 whmm kimz^ingfbs media fife cmqatfam 
MmMtyk^iM miMn file mmg a file rscogfohoxi algotrfottL 

1,|0< mich of date* 108 or 109 whms» Me^h^rsg /the access rules 
associated with: His M&Im file ooi^rises TOxyiag access mk?s from a mmm smm 

% 11.1, the article of aiiy ©f claims 108-liO wis® &« macldjie^a^k 

recemtig a reeuest t om a user fm mmmm&ti to assess &e media fife; 
ratifying a. mnets server of t&e request for am%>rf;s&tios to access the media file; 

10 and 

disabling tfe© digital wrapper to aflosr access to the medfe Sic fey 8m 

1 12, The article of my of claims iOSMfct wherein itetifyi&g Hie access 
rales associated wifo : the medi& file comprises receiving tfee aoofess rules from z imx* 

I U . An mi&k oomprisisg a machiije»reaoM>l© roedmm storing iastrusioaa 

recei ving a digital key; 

storing -foe igW fey k a .aeo^vo^le 

storfog license mfcratarios .& at least mm digital Me m & Ikmm defease m a 
volatile slorage area; 
ao idenrifymg m attempt to access a specific digital file; and 

allowing access to fo e digital tiae digi tal fey if foe Ikwm m$me 

meicdeslfo^se liridsaarion ids^ilymg a license to foe spe® tie digi tal life. 

1 1 4< The srttcfo of claim 1 13 wlieretu the digital key comprises data sposifle 
to a oser device sad foe macMae-readable medium stores mstrucdesis tor oaasmg otJC 
25. or more processors to per&rai ferfoet operations comprising: 
retrievhrg^M^ 

validating the rli§sta! key Ming the idenriSoatioa i^rmatloa and the data specific: 
to foe user doviee- 

115.. The artlele of cfsfot 113 or 114 wfjeseiB the digital key comprises 
3D location data fe the license datahase sod the maehise-mdahle taedinm sixxm 



wo mmmim 



mmpmmg mcmmm Iic^$e ^ iaia fei t& 4lgita! fey; 

mMte ^to^l^TUctiOM feir causing mse or ssore processors to perferm &ritisr 
5 operadaBS omi^tMtig prweadsig access to die cligitai fie If tim ciiJi&aE^ dMs 

BOt meteda Mdenm^ sialic digital fife, 

1 1 7 > T te MMe &f My of cIMsits 113-116 wfeefe the iigiia! key c^pis^ 
fe^Mdes 'dita ; M^e^^ : td dmMe : a4IgitM wmpper %pli$d to Clie spsclfc digital Me, 
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